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Network Controller Services

Security Manager

OpenSSL Utility

Samba netsnmp OpenSSL Library mod_ssl Apache

«interface»

Linux API

Disk Driver USB Driver Network Driver IPtables
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Application Layer

Connectivity Layer
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Open Source

Developed by Xerox
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http://web.mit.edu/kerberos/www/


 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

  

 

 

 

 

 

 

 

 



 



 

 



Web UIAuthentication and Authorization 

Subsystem

Local UI

Get Credentials Get Credentials

[  User presses 'Access' button] 
[     User selects 'Properties' page] 

User authenticated against Local Accounts database User authenticated by network domain controller

Enable SSL to ensure secure communication between client and device

Kerberos / NDS / SMB / LDAP

Authentication Failure Authentication Failure

Authentication

Authorization

Local authorization against Local accounts database Group membership determined at domain controller

Device provides access to authorized services

Virtual keyboard / Secure Access / CAC

Authentication and Authorization complete; user continues with tasks

Domain Controller

Domain Controller

Local UI Web UI
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Controller Marking Engine

PSW (Laptop computer)

Network

Marking Engine information may be 

retrieved; no image data may be accessed
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1 On color machines XSA can track color copy or color print usage. 



 

 

 

 

 

 



 

 

 

 
 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

http://www.xerox.com/security


 





 
 

 

 
 

 

 







 



 

http://www.nrl.navy.mil/CCS/people/kenh/kerberos-faq.html
http://www.iana.org/assignments/port-numbers

