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1 Before Using the Security Function

1.1 Preface

1.2 Security Features

1.3 Settings for the Secure Operation
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1.4 Data Restoration

1.5 Starting use of the data encryption feature and changing the settings

1.6 For Optimal Performance of the Security features
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1.7 Confirm the Machine ROM version and Clock

1.7.1 How to check by Control Panel

1.7.2 How to check by Print Report

1.7.3 How to check the Clock
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Select the required option.

Select [Change Settings].

Change the required setting. Use the scroll bars to switch between screens.
Select [Save].
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2 Initial Setting Procedures

2.1 Use Passcode Entry from Control Panel

2.2 Preparations for settings on the machine’s control panel

2.3 Change the System Administrator Passcode
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2.4 Set Maximum Login Attempts

2.5 Set Service Rep. Restricted Operation

2.6 Set Overwrite Hard Disk
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2.7 Set Data Encryption

2.8 Set Scheduled Image Overwrite

2.9 Set Authentication

2.10 Set Private Print
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2.11 Set User Passcode Minimum Length

2.12 Preparations for settings on the CentreWare Internet Services

2.13 Disable SMB

2.14 Creating a self signed certificate (for SSL server) and SSL/TSL Client

2.15 Configuring Machine certificates
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2.16 Set IPsec

2.17 Set SNMPv3

2.18 Set S/IMIME
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2.19 Set Audit Log
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3 Authentication

3.1 Overview of Authentication

3.1.1 Users Controlled by Authentication

The System Administrator (Machine Administrator)

Authenticated Users (with System Administrator Privileges)

Authenticated Users (with No System Administrator)

Unauthenticated Users
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3.1.2 Local Machine Authentication

3.1.3 Functions Controlled by Authentication

Local Access

Remote Access
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3.2 Authentication for Mailboxes

3.2.1 Types of Mailboxes

When the Authentication Feature is Enabled
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4 Operation Using Control Panel

4.1 User Authentication

4.2 Create/View User Accounts
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4.3 Reset User Accounts

4.4 Change User Passcode
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4.5 Mailbox Stored Document Settings

4.5.1 Mailbox Service Settings

Documents Retrieved By Client

Delete according to Mailbox Settings

Force Delete

Print & Delete Confirmation Screen

4.5.2 Stored Document Settings

Mailbox Document Expiration Date

Stored Document Expiration Date
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Min. Passcode Length for Stored Job

4.6 Create Mailbox

Mailbox Name

Check Passcode

Delete Documents After Retrieval

Delete Expired Documents

4.7 Send from Mailbox
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NOTE: If the Authentication feature is enabled, you may be required to enter a user ID and a passcode (if one is set up). If
you need assistance, contact the System Administrator.

2. Select [Send from Mailbox] on the touch screen.

Go to
Allows you to specify the first mailbox number to be displayed on the screen, using the numeric keypad on the control
panel.

3. Select the mailbox to be opened. Then the documents stored in the mailbox appear.

Document Name/Stored Date

Sorts the documents by their names or the dates they were stored. Selecting the same option again toggles the order in
which they are listed, as indicated with an upward (ascending order) or downward (descending order) triangle shown to
the right of the name of the option selected.

Refresh
Updates the list of documents in the mailbox.

Select All
Selects all the documents in the mailbox, so that you can print or delete them all at once.

Print
Prints the selected document(s).

Delete
Deletes the selected document(s).

Job Flow Settings
Displays the [Job Flow Settings] screen.

4.8 Private Charge Print

This feature allows you to check locally stored documents, print stored documents, and delete stored documents.
NOTE: The jobs displayed are sent from a PC using the print driver. For more information, refer to PCL Driver Online Help.

When the Private Charge Print feature is enabled under [Authentication/Security Settings] > [Authentication] >
[Charge/Private Print Settings], this feature allows you to print or delete documents stored for each authentication user ID.

1. Press the <Log In/Out> button.

2. Enter your user ID and Passcode using the screen keypad or numeric keypad on the control panel, and select
[Confirm].

3. Select [Private Charge Print] on the [Secure Print Jobs & More] screen.

NOTE: If you entered the screen with the System Administrator’s ID, a list of authentication user IDs will be displayed.
Select the desired user ID from the list or enter it in [Go to], and select [Document List]. The documents stored for the
selected user ID will appear.

4, Select a document to print or delete.
5. Select the required option.

Refresh
Refreshes the displayed information.
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Select All
Selects all documents in the list.

Delete
Deletes a document selected in the list.

Print
Prints a document selected in the list. After printing, the document is deleted.
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5 Operation Using CentreWare Internet Services

5.1 Target Computers

5.2 Accessing CentreWare Internet Services
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5.3 Print

5.4 Mailbox
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5.4.1 Mailbox Document List

5.4.2 Edit Mailbox
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5.4.3 Mailbox Setup
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5.4.4 Import the documents

5.5 Import the Audit Log File
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6 Problem Solving

6.1 Fault Clearance Procedure

6.2 Fault Codes
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