








 

 

 

 



 



 
 

Fax Module

Image Output 

Terminal (also 

known as Marking 

Engine)

Controller/GUI

Power Supply

Scanner / 

Document Handler

Power I
nte

rfa
ce

TOE internal wiring (proprietary)

TOE internal 

wiring 

(proprietary)

P
C

I 
B

u
s

TOE Physical Boundary

Original 

Documents

O
p

tic
a

l 

in
te

rfa
c
e

Human Interface

Hardcopy

(Finisher)
Paper output interface

B
ut

to
ns

 a
nd

 D
is

pl
ay

PSTN (RJ-11 Port)

P
h

y
s
ic

a
l 
e

x
te

rn
a

l 
in

te
rf

a
c
e

Ethernet Port,

USB Target Port, USB 

Host Ports, Scanner 

Interface, Serial Port, 

Foreign Device Interface

Physical external Interfaces

Power Cord

Power Button

B
u

tt
o

n
 a

n
d

 T
O

E
 i
n

te
rn

a
l 
w

ir
in

g
 

(p
ro

p
ri
e

ta
ry

)
Physical external 

Interface

 



 
 

 



 



Back Right Side of Machine

Location of SBC

USB

Target

Port

USB

Host

Ports

Gigabit

Ethernet

Port

Diagnostic

Display

SIM

Card

Optional

FAX Slot    

(Requires Single or Dual line Fax option kit) 

Optional

FDI Slot

(Requires FDI option kit)

Right Side 

View of Machine

SBC Connector

Layout

 

 

 

 

 

 

Front Left end of  
User Interface 



 



 
 

 

 
 

 

 
 



 

 

 

 
 

 

 

 

 

 

 



Network Controller Services

Security Manager

OpenSSL Utility

Samba netsnmp OpenSSL Library mod_ssl Apache

«interface»

Linux API
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Application Layer

Connectivity Layer

OS Layer

Open Source

Developed by Xerox



 

 
 

 



 



 

 

 

 

 

 

 

 

 

 

Network

Network Controller

http

server

I

n

t

e

r

n

a

l

A

P

I

machine

information

request

response

request

response



 

 

 

 

 

http://web.mit.edu/kerberos/www/


 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

  

 

 

 

 

 

 

 

 



 



 

 



Web UIAuthentication and Authorization 

Subsystem

Local UI

Get Credentials Get Credentials

[  User presses 'Access' button] 
[     User selects 'Properties' page] 

User authenticated against Local Accounts database User authenticated by network domain controller

Enable SSL to ensure secure communication between client and device

Kerberos / NDS / SMB / LDAP

Authentication Failure Authentication Failure

Authentication

Authorization

Local authorization against Local accounts database Group membership determined at domain controller

Device provides access to authorized services

Virtual keyboard / Secure Access / CAC

Authentication and Authorization complete; user continues with tasks

Domain Controller

Domain Controller

Local UI Web UI
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Controller Marking Engine

PSW (Laptop computer)

Network

Marking Engine information may be 

retrieved; no image data may be accessed



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 











 

1 On color machines XSA can track color copy or color print usage. 



 

 

 

 

 

 



 

 

 

 
 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

http://www.xerox.com/security


 





 
 

 

 
 

 

 







 



 

http://www.nrl.navy.mil/CCS/people/kenh/kerberos-faq.html
http://www.iana.org/assignments/port-numbers

