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XEROX SECURITY BULLETIN XRX06-007 (This bulletin is rescinded)

NOTE: Because of intermittent post-installation issues at some customer sites with the P29 security patch
(such as the IP configuration of the device becoming disabled or the restrictiveness of the character set used
to implement the P29 patch causing problems) it was decided that the P29 patch would be rescinded and no
longer made unavailable. Customers experiencing any post-installation issues with the P29 patch or
concerned about the vulnerability listed below should contact the Xerox Customer Support Center.

A command injection vulnerability exists in the ESS/ Network Controller and MicroServer Web Server. If
exploited this vulnerability could allow remote execution of arbitrary software.

The software solution is compressed into a 1 MB zip file and can be ac
bulletin on Xerox.com / Security.
Note: The software solution download link for the P29 patch has bee
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WebUI Patch Install Process
Edited: 17-November-2006

The P29 patch software only needs to be applied to the MFD if the System Software version of your MFD
falls within the range listed. There are 3 separate patches, each one corresponding to a specific group of
MFD’s

You must download the patches. The patches are packaged in a ZIP format. Download the zip file from the
URL provided and extract all contents to your hard drive. DO NOT TRY TO OPEN THE FILE WITH THE
.TGZ EXTENSION. The Patch files must not be modified from their original state.

http://www.office.xerox.com/support/dctips/dc06cc0410.pdf

Instructions for the WorkCentre M35/M45/M55 — M165/

Patch File Name: P29-WC_WCPModelsV2.tgz
Required for WCP System Software Versions:

System Software ontroller/ESS

WC M35/M45/M55 2.28.11.000 throug . 29.1 through 1.08.129.1
WCP 35/45/55 3.28.11.000 through 3.97:20.076 .329.1 through 1.08.329.1
WC M35/M45/M55 with PS 4.28.11.000 t 97. 12.02.229.1 through 1.02.229.1
option

WCP 65/75/90 1.001.00. 1.00.60.3 through 1.08.022.01
WC M165/M175 .47.39.000 thr . . 1.03.464.2 through 1.03.482.1
WCP 165/175 .47.39.000 throu .33. 1.03.664.2 through 1.03.682.1

WC M165/M175 with PS option 7.30.000 thr .57.33.017 1.03.564.2 through 1.03.582.1

WCP C32/C40 .060 through 1.001.02.723 | 1.00.60.3 through 1.08.023.01

WCP C2128/C2636/C35 rough 0.001.4.519 3.04.044.01 through 3.04.519.02

NOTE: If your WC igher System Software or Net Controller/ESS version, then you

To determine e version, you can either print a Configuration Report or view the version
on th
Top from the local User Interface at the machine:

: guration Report
the System Software Version number.

To view the version from the web client interface:
1) Open a web browser and connect to the multifunction device by entering the IP number of the device
2) Select the “Index” icon in the upper middle portion of the screen.
4) Select “Configuration”.
5) Scroll to “Printer Setup” location that displays the System Software Version.
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Install the Patch

DO NOT TRY TO OPEN THE PATCH AS IT MAY DAMAGE THE FILE.
This patch can be submitted one of three ways for this model.
1) LPR Method all WCP’s
2) Machine Software (Upgrade) Method all WCP’s.
3) CentreWare Web. See the Customer Tip referenced above for details.

LPR Method from a Windows NT, 2000, or XP

This method requires that LPR Protocol be enabled on the device. Check the co

if the protocol is enabled. This protocol can be enabled via the Local User Inter

Interface. See Appendix A for instructions.

1) Open a“DOS Command Prompt”. You can do this by selecting the
selecting “Run”.

2) Type “cmd” and hit <Enter>.

3) Submit the patch file via the command line: Ipr —S <printer_ip

All WCP’s will print a patch install sheet and automatically reb6 atch. The patch
is installed when .P29 is appended to the Network Contro : M series

Machine Software (Upgrade) Method

1) Open a web browser and connect to th
device.
2) Select the “Index” icon in the uppe
3) Select “Machine Software (Upgr
4) Enter the User Name and P .
5) Under “Manual Upgrade” s find and select the file, P29-
WC_WCPModelsV2.tgz.
6) Select the “Install So
7) AIIWCP’s will pri i | sheet and automatically reboot in order to install the patch. The

tering the IP number of the

series (M35,M45, OT append .P29, but the patch is installed.
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Instructions for the Document Centre 535/545/555 Patch P29
Instructions for the Document Centre 240/255/265/460/470/480/490 Patch P29
Instructions for the Document Centre 420/425/426/430/432/440 Patch P29

Patch File Name: P29-DC555f-440F-490f-265f.tgz
Required for Document Center System Software Versions:

System Software Net Controller/ESS
DC 535/545/555 14.52.000 through 27.18.036 0.19.10.047.1 - 19.12.029.1
DC 460/470/480/490 19.5.026 through 19.5.535 07.19.05.026 through
DC 420/426/432/440* Not Applicable 2.3.0.2 through
DC 425/432/440 Not Applicable 3.0.5.4 through

DC 430 Not Applicable

DC 240/255/265 6.03 through 6.32 0.18.1.2

*see next section for versions lower than 2.2.18
NOTE: If your device has a higher System Software or Net Control
need to install the patch.

Confirm your System Software Version

on the Web client interface.
To print a configuration report from the local User Interface
1) Press the Machine Status button
2) Select Print Configuration Report
3) Look for the System Software Versio

3) Select “Configuration”.
4) Scroll to “Printer Setu

Install the Patch

DO NOT TRY TO OPEN
This patch can be i
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LPR Method from a Windows NT, 2000, or XP

This method requires that LPR Protocol be enabled on the device. Check the configuration report to see
if the protocol is enabled. This protocol can be enabled via the Local User Interface or via the Web
Interface. See Appendix A for instructions.

1) Open a“DOS Command Prompt”. You can do this by selecting the Windows “Start” icon, and
selecting “Run”. Type “cmd” and hit <Enter>.

2) Submit the patch file via the command line: Ipr —S <printer_ip> —Plp P29-DC555f-440F-490f-
265f.tgz

3) The Document Centres 535/545/555 & Document Centre 240/255/265/460
automatically reboot in order to install the patch. The patch is installed 229 | ed to the
Network Controller version number.

4) For the Document Centre 420/426/430/432/440 models either pe er the
device off then on for the patch to install.

1) Open a web browser and connect to the multifunc
device.
2) Select the “Index” icon in the upper mid
3) Select “Machine Software (Upgrades)’
4) Enter the User Name and Passwor .
5) Under “Manual Upgrade” select ind and select the file, P29-DC555f-440F-490f-
265f.tgz
6) Select the “Install Software”
The Document Centres 535/54
automatically reboot in order to install the patch. The patch is installed when .P29 is appended to the
Network Controller versi um
NOTE: After automat manually print a configuration sheet to see that .P29 is
appended to the Net i
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Instructions for the Document Centre 220/230/332/340 Patch P29

Patch File Name: P29-DC220f-332f-420launch.dIlm
Required for DC System Software Versions:

System Software Net Controller/ESS
DC 220/230/332/340 1.12.35.1 through 1.12.87
DC 420/432/440* 2.1.2 through 2.2.18
*see previous section for versions higher than 2.2.18
System Software ESS
DC 220/230/332/340 Not Applicable 1.12.35.1 throug
DC 420/432/440* Not Applicable 2.1.2 through

NOTE: If your device has a higher ESS version, then you do not need to install't

Confirm your ESS Software Version

To determine your ESS Software version, you can either print a Configaral
the Web client interface.
To print a configuration report from the local User Interface at th
1) Press the Machine Status button
2) Select Print Configuration Report
3) Look for the ESS Software Version number

To view the version from the web client interface:
1) Open a web browser and connect to the i i i ring the IP number of the device
2) Select the “Device Index” icon in the
3) Select “Device Profile”.

Install the Patch

DO NOT TRY TO OPEN THE PAT THE FILE.

LPR Method from a Wi

You can do this by selecting the Windows “Start” icon, and
hit <Enter>.
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Appendix A — Enabling LPD, port 515 printing

In order to use the LPR method to submit the patch, your MFD must support Line Printer Daemon (LPD)
over port 515. Most MFD'’s have this enabled by default. If you have disabled LPD printing, you must enable
it to use the LPR method.

For the Document Centre 240/255/265/420/425/432/440/460/470/480/490/535/545/555 and the WorkCentre
/ WorkCentre Pro models, use the following steps to enable LPD:
1) Open a web browser and connect to the multifunction device by entering the IP n
2) Select “Index” or “Device Index” icon in the upper portion of the screen.
3) Select “LPR/LPD” or “Line Printer Daemon”
4) If the Enabled box is NOT checked, select the box to add a check mark.
5) Select “Apply New Settings”
6) Enter the user name Admin and the admin password, then select
7) Reboot the MFD either from the Status web page or by pressin

er of the device

MFD.

1) Open a web browser and connect to the multifunction devic i ber of the device
2) Select “Device Index” icon in the upper right corner
3) Select “Protocols”, then scroll to LPD and select the
4) If the Enabled box is NOT checked, select the b
5) Select “Apply New Settings”
6) Enter the user name Admin and the admin passwor
7) Power the MFD off then on.

Disclaimer

Corporation disclaims all warrantie
and fitness for a particular purpose.

Response including direc
even if Xerox Corporation
exclusion or limitati i

e possibility of such damages. Some states do not allow the
uential damages so the foregoing limitation may not apply.
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