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Background

The Xerox product listed below was shipped with software upgrades enabled by default and with network protocols enabled that
could be exploited to gain unauthorized access to the system.

The software release indicated below will perform the following action:

e Change the default state of software upgrade to disabled. After installing this firmware/software, software upgrade will be
disabled. It can be re-enabled at the Web UI when necessary.

e Remove protocols that were not intended to be present in the production configuration.

A software release for the products listed below has been provided1. This release is designed to be installed by the customer. The
software release can be accessed via the link below or via the link following this bulletin announcement on the Xerox Security
website:

WWW.Xerox.com /security:

e Phaser 7800: http://www.support.xerox.com/go/getfile.asp?objid=122181&EULA=28&Xtype=download&uType=

NOTE: If software upgrade had previously been disabled, software upgrade must be ENABLED on the device at the Local
User Interface before this firmware version can be loaded.

These firmware solutions are classified as a Moderate update.

Please follow the instructions starting on page 3 for each affected product to install this software release.

Applicability
This bulletin applies to network-connected version’ only of the following product:

Phaser®
7800

" NOTE: For best security leave this control set to disabled after upgrading your software. The control must be set to enabled prior to doing a
software upgrade.

If the product is not connected to the network, it is not vulnerable and therefore no action is required.
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Instructions (What must to be done If I have one of the affected product?)

Determine what actions, if any, need to be performed to prep the device for installation of the software release:

1. Determine the current Controller Software version on your device by printing a Configuration Page. To print a Configuration
Page follow the instructions on Page 13 of this bulletin.

2. Determine if any action needs to be taken based on the Controller Software version listed on the Configuration Page for each
device. This is done by following steps 3 through 6.

3. Determine the appropriate Installation Action Table to follow starting on page 3 by looking for your product number at the
top of each chart, and matching it to your specific product.

4. Locate the Controller Software version in the chart that matches or falls within the listed Controller Software versions.

5. From the directions in the Installation Action Table for the affected product and Controller Software version determine what
action, if any, has to be taken before the Controller Software version linked on page 1 can be installed.

6. Perform the indicated action to get your device ready to install the Controller Software.

7. Once your device is ready to install the Controller Software, follow the Software Installation Instructions starting on page 5 to
install the Controller Software on the device.
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Installation Action Table

The following table indicates what actions, if necessary, are the affected device:

For Phaser 7800
If Your Software Version Is Network Controller/ESS Will Now
System SW or Net Controller Next step: Show:
1 Less than Less than Upgrade to 081.150.102.23300 /
081.150.102.23300 | 081.152.23309 | 081.150.102.23300/ 081.152.23309
081.152.23309
2| 081.150.102.23300 | 081.152.23309 None 081.150.102.23300 /
or greater or greater 081.152.23309 or greater

Software Installation Instructions
Phaser 7800

Updating the Printer Software

You can update your printer when Xerox® releases a new version of printer software or firmware.

Before you begin:

Determine the current software version of your printer.
Download the latest software update file in .dlm format from the Xerox® support website at
www.xerox.com/office/7800support.

To determine the software version:

1.
2.
3.

In CentreWare Internet Services, click Properties > General Setup.
Click Configuration Report.
Scroll down to Software Versions to verify the software information.

Enabling Upgrades

NounbwN=_,Z bW =

8.

In CentreWare Internet Services, click Properties > General Setup.
Click Machine Software.

Click Upgrades.

Under Upgrades, select Enabled.

Click Apply.

anually Upgrading Printer Software

In CentreWare Internet Services, click Properties > General Setup.

Click Machine Software.

Click Manual Upgrade.

Under Manual Upgrade, click Browse to locate and select the software upgrade file in .dlm format.
Click Open.

Click Install Software.

After the software file is submitted, the printer restarts.

Note: CentreWare Internet Services is unavailable while the software is installing.

Check the configuration report to verify that the software has updated.

Manually Updating the Software Using a USB Flash Drive

1.

2.
3.
4

Create a directory folder on your USB Flash Drive called UPGRADE.

Copy the software .dIm file to this directory.

Insert the USB Flash Drive into the USB host port of the printer. The software upgrade process begins.
When the software update completes, the printer restarts.
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Disclaimer

The information provided in this Xerox Product Response is provided "as is” without warranty of any kind. Xerox Corporation
disclaims all warranties, either express or implied, including the warranties of merchantability and fitness for a particular
purpose. In no event shall Xerox Corporation be liable for any damages whatsoever resulting from user’s use or disregard of
the information provided in this Xerox Product Response including direct, indirect, incidental, consequential, loss of business
profits or special damages, even if Xerox Corporation has been advised of the possibility of such damages. Some states do
not allow the exclusion or limitation of liability for consequential damages so the foregoing limitation may not apply.

©2012 Xerox Corporation. All rights reserved. Contents of this publication may not be reproduced in any form without permission
of Xerox Corporation. XEROX®, XEROX and Design®, CentreWare®, Phaser®, ColorQube®, Document Centre®, WorkCentre®,
and WorkCentre Pro® are trademarks of Xerox Corporation in the United States and/or other countries. Adobe® and PostScript®
are registered trademarks or trademarks of Adobe Systems, Incorporated. All other trademarks are the property of their respective
manufacturers.

The information in this bulletin is subject to change without notice.
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