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Disclaimer   
The information provided in this Xerox® Product Response is provided "as is" without warranty of any kind. Xerox 

Corporation disclaims all warranties, either express or implied, including the warranties of merchantability and fitness for 

a particular purpose. In no event shall Xerox Corporation be held responsible for any damages whatsoever resulting from 

user's use or disregard of the information provided in this Xerox® Product Response including direct, indirect, incidental, 

consequential, loss of business profits or special damages, even if Xerox Corporation has been advised of the possibility 

of damages. Some states do not allow the exclusion or limitation of liability for consequential damages so the foregoing 

limitation may not apply.   

  

©2015 Xerox Corporation. All rights reserved. DocUSP®, BookMark® Centreware®,  

ColorQube® , ConnectKey® , CopyCentre®, Digital Bookmark®, Document Centre®,  

DocuColor®, Docuprint® , Docutech® , FaxCentre®, FreeFlow®, iGen®, Nuvera®,  

Phaser®, WorkCentre® and  FreeFlow® are trademarks of Xerox Corporation in the United States and/or other 

countries. BR16636  Other company trademarks are also acknowledged.  

Document Version: 10.0 (March 2015).  
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Summary Information  
A vulnerability has been discovered in the Bash command shell that can allow attackers to remotely 

execute commands on a target system. Even systems that do not allow remote command shell 

connections may still use Bash to execute commands in the Apache web server and other network-

facing applications. The vulnerability was reported September of 2014 but has been determined to 

exist for at least 22 years in various versions of Bash. The only known solution for this vulnerability is 

to update Bash with a fixed version. Generally, all versions of Bash were fixed in late 2014. 

Product Information  
Supported Xerox products are listed below. The latest software version for each product includes a fix 

for this vulnerability. If you are in doubt, please have your device upgraded to the current version. 

 

  

Monochrome Models Affected 

Phaser® 3020 No 

Phaser® 3052/3260 No 

Phaser® 3300 No 

Phaser® 3320 No 

Phaser® 3600 No 

Phaser® 3610 No 

Phaser® 3635 MFP No 

Phaser® 4600/4620 No 

Phaser® 4622 No 

Phaser® 5550 No 

Monochrome Models Affected 

WorkCentre® 3025BI No 

WorkCentre® 3025NI No 

WorkCentre® 3210/3220 No 

WorkCentre® 3215/3225 No 

WorkCentre® 3315 No 

WorkCentre® 3325 No 

WorkCentre® 3550 No 

WorkCentre® 3615 No 

WorkCentre® 3655 No 

WorkCentre® 4250 No 

WorkCentre® 4260 No 

WorkCentre® 4265 No 
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WorkCentre® 5135/5150 No 

WorkCentre® 5225/5230 No 

WorkCentre® 5325/5330/5335 No 

WorkCentre® 5632/5638/5645/5655/5665/5675/5687 No 

WorkCentre® 5735/5740/5745/5755/5765/5775/5790  No 

WorkCentre® 5845/5855/5865/5875/5890  No 

WorkCentre® 5945/5955 No 

Monochrome Models Affected 

Xerox D Series D95A/D110/D125 No 

Xerox D Series D136 No 

   

Color Models Affected 

ColorQube® 8570/8870 No 

ColorQube® 8580/8880 No 

ColorQube® 8700/8900 No 

ColorQube® 9201/9202/9203 CBC No 

ColorQube® 9201/9202/9203 SBC No 

ColorQube® 9301/9302/9303 No 

Color Models Affected 

Phaser® 6000/6010 No 

Phaser® 6020 Windows No 

Phaser® 6020 Mac No 

Phaser® 6022 Windows No 

Phaser® 6022 Mac No 

Phaser® 6128/6128MFP No 

Phaser® 6280 No 

Phaser® 6500 No 

Phaser® 6600 No 

Phaser® 6700 No 

Phaser® 7100 No 

Phaser® 7500 No 

Phaser® 7800 No 

Color Models Affected 

WorkCentre® 6015 N/NI No 

WorkCentre® 6025 Windows No 

WorkCentre® 6025 Mac No 

WorkCentre® 6027 Windows No 

WorkCentre® 6027 Mac No 

WorkCentre® 6400 No 
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WorkCentre® 6505 No 

WorkCentre® 6605 No 

WorkCentre® 6655 No 

WorkCentre® 7120/7125 No 

WorkCentre® 7220/7225 No 

WorkCentre® 7425/7428/7435 No 

WorkCentre® 7525/7530/7535/7545/7556 No 

WorkCentre® 7755/7765/7775 No 

WorkCentre® 7830/7835 No 

WorkCentre® 7845/7855 No 

WorkCentre® 7970 No 

Color Models Affected 

Xerox Color 550/560/570 No 

Xerox Color C60/C70 No 

Xerox Color C75 No 

Xerox Color J75 No 

Color Models Affected 

Versant 80 No 

Versant 2100 No 

 

Additional Information  
For additional information or clarification on any of the product information given here, contact your local Xerox Customer 

Support Centre (see table below); or visit the Xerox Website.  

  

United States  800-835-6100    Luxembourg  480123  

Austria  +43 1 2079000    Netherlands  +31 020-6563620  

Belgium  
+32 (2) 713 14 52 (Français),   
 +32 (2) 713 14 53  
(Nederlands)  

  Norway  +47 81 500 308  

Canada  1-800-835-6100    Portugal,   707 200 578  

Denmark  +45 70107288    Spain  +34 902 160 236  

Finland  +358 09 693 79 666    Sweden  + 46 0771 178 808  

France  0825 012 013    Switzerland  
French: 043 299 9001  
German: 043 299 9000  
Italian: 043 299 9002  

Germany  +49 180 5004392    UK  +44 0870 9005501  

Greece  +30 801 11 93769    Italy  +39 199 11 20 88  

  

Xerox welcomes feedback on all documentation - send feedback via e-mail to: Product.Security@xerox.com.  


