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Software Release Details
If your software is higher or equal to the versions listed below no action is needed.
Otherwise, please review this bulletin and consider taking actions as suggested.

Component Version

System Software 072.091.054.31606

Network Controller 072.094.33000

User Interface 072.094.31600

Marking Engine 098.000.069

Copy Controller 072.094.31600

Document Feeder 110.011.018

Fax 003.011.015

Scanner 002.090.000
Purpose

This Bulletin is ONLY intended for the specific security problem(s) identified below.
The problem(s) identified has been rated as a criticality level of IMPORTANT

e Bash Vulnerabilities CVE-2014-6271, CVE-2014-7169, CVE-2014-7186, CVE-
2014-7187, CVE-2014-6277 and CVE-2014-6278 have been fixed in this
release. Also known as ShellShock.

Installation Notes

Firmware Release File

| Release Install File | 072.091.054.31606 or greater |

The SPAR Software and Installation Instructions are located here:
http://www.support.xerox.com/support/workcentre-5945-5955/file-
download/?&contentld=129296

Save the file to a convenient location on your workstation. Unzip the file if necessary.
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