Mini Bulletin XRX15J

R15-02 SPAR Release
ConnectKey 1.5 Product Updates
WorkCentre 3655, 58xx, 6655, 72xx 78xX, 71970 Series

ColorQube 93xx Series and ColorQube 8700/8900
Release 072.xxx.134.05000/.05001

Xerox R

Release Date: March 6, 2015 Version 1.0
Software Release Details

System Software CQ 8700/8900 CQ 93xx WC 58xx
System Software 072.161.145.05001 072.180.145. 05000 072.190.145.05000
Network Controller 072.165.05000 072.185.05000 072.195.05000
User Interface 072.165.05000 072.185.05000 072.195.05000
Marking Engine 004.004.050 020.011.018 096.065.000
Copy Controller 072.165.05001 072.185.05000 072.195.05000
Document Feeder 010.062.000 025.021.048 110.011.020
Fax 003.011.019 003.011.019 003.011.019
Scanner 030.187.000 040.173.000 002.097.000
Finisher (HVF) N/A 002.003.097 004.004.003
Finisher (LCSS) N/A 002.001.007 001.033.000
System Software WC 7220/7225 WC 7830/7835 WC 7845/7855
System Software 072.030.145.05000 072.010.145.05000 072.040.145.05000
Network Controller 072.035.05000 072.015.05000 072.045.05000
User Interface 072.035.05000 072.015.15000 072.045.05000
Marking Engine 018.001.000 090.029.000 090.079.000
Copy Controller 072.035.05000 072.015.05000 072.045.05000
Document Feeder 012.003.000 012.003.000 007.019.000
Fax 003.011.019 003.011.019 003.011.019
Scanner 010.095.000 004.095.000 008.095.000
Finisher (HVF) N/A N/A N/A
Finisher (LCSS) N/A N/A N/A
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System Software WC 3655 WC 6655 WC7970

System Software 072.060.145.05000 072.110.145.05000 072.200.145.05000
Network Controller 072.065.05000 072.115.05000 072.205.05000
User Interface 072.065.05000 072.115.05000 072.205.05000
Marking Engine 001.032.000 001.003.000 054.021.000

Copy Controller 072.065.05000 072.115.05000 072.205.05000
Document Feeder 002.000.000 002.000.000 007.019.000

Fax 003.011.018 003.011.018 003.011.010
Scanner 000.000.782 000/000.739 008.095.000
Finisher (HVF) N/A N/A N/A

Finisher (LCSS) N/A N/A N/A

WARNING for WC3655 / WC 6655 upgrades only:

Once the system is upgraded to this SPAR Release it cannot be downgraded to the GM release
072.060.034.16800/ 072.110.044.20500 or SPAR R14-11 release 072.060.134.32804/072.110.134.32804

This Bulletin is ONLY intended for the specific security problem(s) identified below. The problem(s)
identified has been rated as a criticality level of IMPORTANT

e Includes SSLV3 vulnerability fix also known as Padding Oracle Attack Information Disclosure
Vulnerability (POODLE) CVE-2015-3566

¢ Includes Software Security Vulnerability CVE-2015-0235 Linux based glibc (Ghost) Vulnerability
fix

e Includes fixes for Security HP Weblnspect scan failures such as Cross Site Scripting
vulnerabilities found in the SPAR baseline and in this SPAR release

Firmware Release File

Release Install File 072.xxx.134.05000/.05001 or higher
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The SPAR Software and installation notes are located here:
87xx/89XXsoftware

93xxsoftware

3655software
58xxsoftware
6655software
72xxsoftware
7830-35software
7845-55software
7970software

Save the file to a convenient location on your workstation. Unzip the file if necessary.
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http://www.support.xerox.com/support/colorqube-8700/file-download/enus.html?contentId=128186
http://www.support.xerox.com/support/colorqube-9300-series/file-download/enca.html?contentId=126208
http://www.support.xerox.com/support/workcentre-3655/file-download/enca.html?&contentId=129950
http://www.support.xerox.com/support/workcentre-5845-5855/file-download/engb.html?contentId=125791
http://www.support.xerox.com/support/workcentre-6655/file-download/enca.html?&contentId=129952
http://www.support.xerox.com/support/workcentre-7220-7225/file-download/enus.html?contentId=126207
http://www.support.xerox.com/support/workcentre-7800-series/file-download/enus.html?contentId=125793
http://www.support.xerox.com/support/workcentre-7800-series/file-download/enus.html?contentId=125794
http://www.support.xerox.com/support/workcentre-7970/file-download/enca.html?&contentId=129943

