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Software Release Details 

If your software is higher or equal to the versions listed below no action is needed. 

Otherwise, please review this bulletin and consider taking actions as suggested.   
 

 Component  Version  
System Software  061.121.225.06100  
Network Controller  061.125.06120LL  
Copy Controller  061.125.00520  
UI 061.125.04220   
Marking Engine (Low Speed) 081.080.000 
Marking Engine (High Speed) 082.080.000 
Document Feeder  007.010.00000  
Integrated Office Finisher 015.002.000 
Office Finisher LX 007.002.000 
Professional Finisher 032.052.000 
FAX 003.010.017 
Scanner  030.141.115  

Purpose 

This Bulletin is ONLY intended for the specific security problem(s) identified below. 
The problem(s) identified has been rated as a criticality level of IMPORTANT 

 

 Includes fix for Vulnerability in the Bash command line interpreter AKA 
"Shellshock" 

 Includes fix for SSLv3.0 Poodle Vulnerability (CVE-2014-3566) 

 Includes fix for OpenSSL MiTM (Man in the Middle) Vulnerability 

 Includes fixes for CVEs 2014-3505,  2014-3507, 2014-3508 and 2014-3510 
(requires OpenSSL version updated to 0.9.8zb or higher) 

 Includes fix for glibc (Ghost) vulnerability 
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Installation Notes  

Firmware Release File 

Release Install File 061.121.225.06100 or greater 

Notes: 

 When upgrading to 061.121.222.06500 or later from any release less than 
061.121.222.06500, pre-upgrade patch 361372v1.dlm (found in the .zip file with the 
release) may need to be installed before upgrading to this latest release. The pre-upgrade 
patch will retain the Default Scan Template settings that were made prior to loading 
061.121.222.06500. If you upgrade to 061.121.222.06500 or later without loading the pre-
upgrade patch first, the Default Scan Template settings will reset back to factory default 
at which point you will need to manually set the Default Scan Template to the desired 
settings. 

 For all finisher software upgrades a ‘Forced Altboot’ is necessary. Without a ‘Forced 
Altboot’ data loss will occur. Make a clone file prior to performing an Altboot and restore 
the clone file when the upgrade has completed.  

 
The SPAR Software and installation notes are located here: 
http://www.support.xerox.com/support/workcentre-7545-7556/file-download/enca.html?contentId=122721  

 
Save the file to a convenient location on your workstation.  Unzip the file if necessary 

http://www.support.xerox.com/support/workcentre-7545-7556/file-download/enca.html?contentId=122721

