Mini Bulletin XRX15AD Xerox R

ColorQube 92xx (CBC) 061.050.225.18900
ColorQube 92xx (SBC) 061.080.225.18900

Release Date: Aug 06, 2015 Version 1.0

Software Release Details
If your software is higher or equal to the versions listed below no action is needed.
Otherwise, please review this bulletin and consider taking actions as suggested.

System Software 061.050.225.18900 061.080.225.18900

Network Controller 061.055.18840.LL 061.085.18940.LL

Copy Controller 061.055.16900 061.055.16900

Ul 061.055.16920 061.055.16920

Marking Engine 008.037.008 008.037.008
Purpose

This Bulletin is ONLY intended for the specific security problem(s) identified below. The
problem(s) identified has been rated as a criticality level of IMPORTANT

¢ Includes fix for FREAK Vulnerability In OpenSSL (CVE-2015-0204)
¢ Includes fix for OpenSSL MiTM (Man in the Middle) Vulnerability
Includes fix for glibc (Ghost) vulnerability

e Includes SSLv3 POODLE (Padding Oracle on Downgraded Legacy Encryption)
vulnerability fix (CVE-2014-3566)

Installation Notes
The SPAR Software is located as follows:

CQ 9201/9202/9203 CBC
http://www.support.xerox.com/support/colorqube-9201-9202-9203/file-download/enus.htm|?contentld=102317

CQ 9201/9202/9203 SBC
http://www.support.xerox.com/support/colorqube-9201-9202-9203/file-download/enus.html?contentld=111716
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The installation instructions for the CQ 92xx CBC modsels are located at:
https://www.xrxgsn.com/admin/public/3452/CQ92xxUpgradelnstructions  CBC.pdf

The installation instructions for the CQ 92xx SBC modsels are located at:
https://www.xrxgsn.com/admin/public/3452/CQ92xxUpgradelnstructions.pdf

Save the file to a convenient location on your workstation. Unzip the file if necessary
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