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       Release Date: October 30, 2015         

                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                  Version 1.0 

Purpose  

This Bulletin is intended ONLY for the specific security problem identified below. The problem 
identified has been rated a criticality level of IMPORTANT 

 
Includes fixes for: 

 Logjam Vulnerability In OpenSSL (CVE-2015-0400). A vulnerability in TLS protocol versions 1.2 
and earlier allows man-in-the-middle attacks to occur against vulnerable systems that support 
older key exchange methods. Xerox has included a non-vulnerable version of OpenSSL in the 
software version available below.  

 Includes fixes for Security HP WebInspect scan failures such as Cross Site Scripting 
vulnerabilities found in this SPAR release. 

Software Release Details 

If your software is higher or equal to the versions listed below no action is needed. 

Otherwise, please review this bulletin and consider installation of this version.   

 

Model 
WorkCentre  

3655 
WorkCentre 

58xx1 
WorkCentre 
5945/5955 

WorkCentre 
6655 

 System SW 
version 

073.060.035.24100 073.190.035.24100 073.091.035.24100 073.110.035.24100 

Network Controller 
version 

073.065.24100 073.195.24100 073.095.24100 073.205.24100 

Link to SW update 
and Install Instr. 

Available here Available here Available here Available here 

                                                           
1 WorkCentre 5845/5855/5865/5875/5890 

Mini Bulletin XRX15AS 
ConnectKey 1.5 R15-08 
WorkCentre3655/58xx/59xx/6655/ 
72xx/78xx/7970 
Release 073.xxx.035.24100 

http://download.support.xerox.com/pub/docs/WC3655/userdocs/any-os/en_GB/WC3655_LandingPage.pdf
http://download.support.xerox.com/pub/docs/WC58XA/userdocs/any-os/en/WC5845_90_LandingPage.pdf
http://download.support.xerox.com/pub/docs/WC5945_WC5955/userdocs/any-os/en_GB/WC5945-55_LandingPageV2.pdf
http://download.support.xerox.com/pub/docs/WC6655/userdocs/any-os/en_GB/WC6655_LandingPage.pdf
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Model 
WorkCentre  
7220/7225 

WorkCentre  
7830/7835 

WorkCentre 
7845/7855 

WorkCentre 
7970 

 System SW 
version 

073.030.035.24100 073.010.035.24100 073.040.035.24100 073.200.035.24100 

Network Controller 
version 

073.035.24100 073.015.24100 073.045.24100 073.205.24100 

Link to SW update 
and Install Inst. 

Available here Available here Available here Available here 

 
Save the file to a convenient location on your workstation.  Unzip the file if necessary. 

 

Note: For the WorkCentre 3655 & WorkCentre 6655 Only: Once the system is upgraded to this SPAR 
release it cannot be downgraded to GM release 072.060.034.16800 / 072.111.044.20500, 
respectively, or SPAR release 072.060.134.32804 / 072.110.134.32804, respectively.  

 

http://download.support.xerox.com/pub/docs/WC7220_WC7225/userdocs/any-os/ar/WC7220_25_LandingPage.pdf
http://download.support.xerox.com/pub/docs/WC780X/userdocs/any-os/ar/WC7830-35_LandingPageV2.pdf
http://download.support.xerox.com/pub/docs/WC780X/userdocs/any-os/en/WC7845_55_LandingPage.pdf
http://download.support.xerox.com/pub/docs/WC7970/userdocs/any-os/ar/WC7970-LandingPage.pdf

