Mini Bulletin XRX16l

Phaser 6280
Firmware Release PL2-R6

Bulletin Date: Mar 01, 2016

Purpose

This Bulletin is intended ONLY for the specific security problems identified below. The problems
identified has been rated a criticality level of IMPORTANT. This release includes OpenSSL 0.9.8k.

Includes fix for:

e SSLv3.0 Poodle Vulnerability (CVE-2014-3566). SSLv3 supports an older encryption method that
is no longer considered secure, and is no longer viable for protecting sensitive data in
transmission over networks. This could allow a Man-in-The-Middle (MiTM) attack where a person
on the network can force a “downgrade” of the session between a client and server to use SSLv3
instead of a more secure protocol such as TLS.

Fixed by disabling SSL and using TLS only.

Software Release Details
If your software is higher or equal to the versions listed below no action is needed.
Otherwise, please review this bulletin and consider installation of this version.

Workcentre

Model 6280
Firmware version 201511121107
Link to Software Release Available here

Link to Installation
Instructions

Save the file to a convenient location on your workstation. Unzip the file if necessary.

Available here

Important Note: Please read before installing firmware
TLS is always supported (enabled by Default), no selection.
If SSLv3 is selected, TLS takes priority, but SSLv3 will work.
SSLvl and v2 are NOT supported at all.
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http://www.support.xerox.com/support/_all-products/file-download/enus.html?contentId=133386
http://download.support.xerox.com/pub/drivers/3610/firmware/win7/en_GB/Firmware_Installation_Instructions.pdf

