
  

 

 

 

 

 
 

Purpose  

This Bulletin is intended ONLY for the specific security problem identified below. The problem 
identified has been rated a criticality level of IMPORTANT. This release includes OpenSSL 0.9.8zg. 

 
Includes fix for:  

 SECURITY Request to fix security vulnerability - TLS/SSL Server Supports DES and IDEA Cipher 
Suites. Removed TLS support for DES and IDEA. 

 SECURITY Request to fix security vulnerability - TLS/SSL Server Supports 3DES Cipher Suite. 
Removed support for 3DES. 

 SECURITY Request to fix security vulnerability - TLS/SSL Birthday attacks on 64-bit block ciphers 
(SWEET32) -- The DES and Triple DES ciphers, as used in the TLS, SSH, and IPSec protocols 
and other protocols and products, have a birthday bound of approximately four billion blocks, 
which makes it easier for remote attackers to obtain cleartext data via a birthday attack against a 
long-duration encrypted session. 

 
Software Release Details 

If your software is higher or equal to the versions listed below no action is needed. 

Otherwise, please review this bulletin and consider installation of this version.   

 

Model 
WorkCentre 

57xx 

 System SW version 061.132.227.07000 

Link to update Available here 

Installation Instructions Available here 

Save the file to a convenient location on your workstation.  Unzip the file if necessary. 
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WorkCentre® 3025/3215/3225 

Phaser® 3020/3052/3260  

SPAR Release 3.50.01.16 or .17 
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Mini Bulletin XRX17E 
Xerox® WorkCentre® 5735/5740/5745/5755/5765/5775/5790 

SPAR Release 061.132.227.07000 
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http://www.support.xerox.com/support/workcentre-5735-5740-5745-5755/file-download/enus.html?contentId=122838
https://www.xrxgsn.com/admin/public/3452/WorkCentre_5735-Install_Instructions.pdf

