
  

 

 

 

 

 
 

Purpose  

This Bulletin is intended ONLY for the specific security problem identified below. The problem 
identified has been rated a criticality level of IMPORTANT. This SPAR release uses OpenSSL 
version 1.0.2j. 

 
Includes fixes for the following vulnerabilities: 

 Security vulnerability - Xerox Printer Web App File Disclosure 

 The DES and Triple DES ciphers, as used in the TLS, SSH, and IPSec protocols, have a birthday 
bound of approximately four billion blocks, which makes it easier for remote attackers to obtain 
cleartext data via a birthday attack against a long-duration encrypted session; aka “sweet32” (ssl-
cve-2016-2183) 

 Running Qualys vulnerability scanner results in printing jobs containing x's when testing for 
Apache Struts vulnerabilities 

Software Release Details 

If your software is higher or equal to the versions listed below no action is needed. 

Otherwise, please review this bulletin and consider installation of this version.   

 

Model 
AltaLink 
B80XX1 

AltaLink 
C8030/C8035 

AltaLink 
C8045/C8055 

AltaLink  
C8070 

 System SW 
version 

100.008.057.09602 100.001.057.09602 100.002.057.09602 100.003.057.09602 

Link to SW update 
and Install Instr. 

Available here Available here Available here Available here 

 

Unzip the file to a known location on your workstation/computer. 
 

                                                           
1 AltaLink B8045/B8055/B8065/B8075/B8090 

Mini Bulletin XRX17A 

WorkCentre® 3025/3215/3225 

Phaser® 3020/3052/3260  

SPAR Release 3.50.01.16 or .17 
Bulletin Date: Jan 31, 2017 

Mini Bulletin XRX17K 
 
Xerox® AltaLink® B8045/B8055/B8065/B8075/B8090 
Xerox® AltaLink® C8030/C8035/C8045/C8055/C8070 
General Release 100.xxx.057.09602 
Bulletin Date: June 9, 2017 

http://www.support.xerox.com/support/altalink-b8000-series/file-download/enus.html?operatingSystem=win7x64&fileLanguage=en&contentId=138064&from=downloads&viewArchived=false
http://www.support.xerox.com/support/altalink-c8000-series/file-download/enus.html?operatingSystem=win7x64&fileLanguage=en&&associatedProduct=C8000-series-built-in-controller&contentId=138060&from=downloads&viewArchived=false
http://www.support.xerox.com/support/altalink-c8000-series/file-download/enus.html?operatingSystem=win7x64&fileLanguage=en&&associatedProduct=C8000-series-built-in-controller&contentId=138062&from=downloads&viewArchived=false
http://www.support.xerox.com/support/altalink-c8000-series/file-download/enus.html?operatingSystem=win7x64&fileLanguage=en&&associatedProduct=C8000-series-built-in-controller&contentId=138063&from=downloads&viewArchived=false

