Mini Bulletin XRX17S
Xerox® WorkCentre® 7755/7765/7775

SPAR R17-06 Release 061.090.227.19300

Bulletin Date: July 19, 2017

Purpose

This Bulletin is intended ONLY for the specific security problems identified below. The problems identified have
been rated a criticality level of IMPORTANT. This SPAR release uses OpenSSL version 0.9.8zg.

Includes fixes for the following:

¢ Qualys vulnerability scanner provokes print jobs containing x's when testing for Apache Struts
vulnerabilities

¢ PHP vulnerability due to not sanitizing parameters (Note: Xerox wishes to thank Olivier Bilodeau and
Francgois Charbonneau from GoSecure, Inc. for notifying Xerox of this vulnerability).

Software Release Details

If your software is higher or equal to the versions listed below no action is needed.
Otherwise, please review this bulletin and consider installation of this version.

Workcentre
Model 7755/7765/7775
System SW
version 061.090.227.19300
Link to SW update | Available here
Link to !nstallation Available here
Instructions Avallalle TIETE

Unzip the file to a known location on your workstatrion/computer.


http://www.support.xerox.com/support/workcentre-7755-7765-7775/file-download/enus.html?contentId=107866
https://www.xrxgsn.com/admin/public/3452/WC77xxUpgradeInstructions.pdf

