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Purpose  

This Bulletin is intended ONLY for the specific security problem identified below. The problem 
identified has been rated a criticality level of IMPORTANT.  

 
Includes fixes for the following:  

 Qualys vulnerability scanner provokes print jobs containing x's when testing for Apache Struts 

vulnerabilities 

 Diffie-Hellman group smaller than 2048 bits (tls-dhprime-under-2048-bits 

 TLS Server Supports TLS version 1.0 (tlsv1_0-enabled) 

 TLS/SSL Server is enabling the BEAST attack (sslcve-2011-3389-beast) 

 TLS/SSL Server Is Using Commonly Used Prime Numbers (tls-dh-primes) 

 TLS/SSL Server Supports DES and IDEA Cipher Suites (ssl-des-ciphers) 

 
Software Release Details 

If your software is higher or equal to the versions listed below no action is needed. 

Otherwise, please review this bulletin and consider installation of this version.   

 

Model 
WorkCentre 

7525/7530/7535/7545/7556 

 System SW version 061.121.227.24300 

Link to Update  Available here 

Installation Instructions Available here 

Save the file to a convenient location on your workstation.  Unzip the file if necessary. 

Mini Bulletin XRX17A 

WorkCentre® 3025/3215/3225 

Phaser® 3020/3052/3260  

SPAR Release 3.50.01.16 or .17 
Bulletin Date: Jan 31, 2017 

Mini Bulletin XRX17Z 
Xerox® WorkCentre® 7525/7530/7535/7545/7556 

SPAR Release 061.121.227.24300 
Bulletin Date: September 5, 2017 

http://www.support.xerox.com/support/workcentre-7545-7556/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&&associatedProduct=XRIP_WC7525_base&contentId=114521&from=downloads&viewArchived=false
http://download.support.xerox.com/pub/drivers/WC7525_WC7530_WC7535_WC7545_WC7556/firmware/win7/ca/WC75xxUpgradeInstructions.pdf

