Mini Bulletin XRX18B
Xeroxe Phasere 7500

SPAR Release PS 5.31.3/ MER 31.1

Bulletin Date: February 01, 2018

Purpose

This Bulletin is intended ONLY for the specific security problems identified below. The problems identified have
been rated a criticality level of IMPORTANT.

Includes fixes for the following:

Webserver Misconfiguration: Response Headers vulnerability

Cross-Frame Scripting Vulnerability (https://ipaddress/mpm_welcomedialog.html)
Click Jacking Vulnerability

Webinspect crossframe scripting vulnerability issue on MER 31 printerdefaults.html
Webinspect crossframe scripting vulnerability issue on MER 31 status.html
Webinspect crossframe scripting vulnerability issue on MER 31 dnswins.html
Webinspect crossframe scripting vulnerability issue on MER 31 tcpip.html
Webinspect crossframe scripting vulnerability issue on MER 31 mailalerts.html
Webinspect crossframe scripting vulnerability issue on MER 31 printhelppages.html

Software Release Details
If your software is higher or equal to the versions listed below no action is needed.
Otherwise, please review this bulletin and consider installation of this version.

Model Phaser 7500

PS 5.31.3/ Net 43.21.01.25/

System SW version
Mer 31.1

Link to SW update
and Install Available here

Instructions
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