Mini Bulletin XRX18D
Xerox® D95/D110/D125 Copier-Printer

Xerox® D136 Copier-Printer
SPAR Release 25.14.42 / 35.02.32

Bulletin Date: February 07, 2018

Purpose
This Bulletin is intended ONLY for the specific security problem identified below. The problem identified has
been rated a criticality level of IMPORTANT.

Includes:

e Support for SMBV2 to fix the WannaCry vulnerability (CVE-2017-0143 — CVE-2017-0146 & CVE-2017-
0148)

Software Release Details

If your software is higher or equal to the versions listed below no action is needed.

Otherwise, please review this bulletin and consider installation of this version.

Model Xerox D95/D110/D125 Xerox D136
System SW version 25.14.42 35.02.32

To obtain these releases please contact the Xerox Technical Support Center and request the applicable
release.

Installation Instructions

Note: If the certificate currently being used for SSL is deleted the device will no longer allow access into
Properties>Security>Certificate Management. The install Wizard Tool must be used to recover.
To determine the currently installed software version:
1. In CentreWare Internet Services, click
Properties > General Setup > Configuration.
2. Scroll down to Software to verify the software version.
To update the software:
1. In CentreWare Internet Services, click
Properties > Services > Machine Software> Upgrades.
2. Under Upgrades select Enabled.
3. Click Apply.



4. Refresh your browser and navigate to

Properties > Services > Machine Software >Manual Upgrade

Under Manual Upgrade, click Browse to locate and select the software upgrade file in .bin format.
Click Open.

Click Install Software. The file is sent to the printer. Once the software is installed, the printer restarts.
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Check the configuration report to verify that the software has updated.
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