Mini Bulletin XRX18T
Xerox® WorkCentre® 4265

General Release 50.004.00.000

Bulletin Date: May 4, 2018

Purpose

This Bulletin is intended ONLY for the specific security problem identified below. The problems identified have
been rated a criticality level of IMPORTANT.

Includes fixes for the following:

e The 3DES encryption protocol has been removed, which removes the possibility of the vulnerability known as
Sweet32 (CVE 2016-2183) from being exploited

e TLSvl.1 and 1.2 are now enabled on this device. SSLv3 and below are no longer supported on this device, and all
references to SSL have been removed. If you would like to enable TLSv1.0, you now have to explicitly select it

¢ Fixed multiple libtiff issues related to buffer overflows -CVE-2016-9534, CVE-2016-9535, CVE-2016-6223, CVE-2016-
5318, CVE-2016-5319, CVE-2016-9273 & CVE-2016-9297

e Updated OpenSSL to fix multiple memory leaks.CVE-2016-6304, CVE-2016-0705, CVE-2016-0799, CVE-2016-2842,
CVE-2016-0798 & CVE-2016-2109

Software Release Details
If your software is higher or equal to the versions listed below no action is needed.
Otherwise, please review this bulletin and consider installation of this version.

Model WorkCentre 4265

System SW version 50.004.00.000
Link to SW update Available here
Link to Install Instr Available here
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