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1. Introduction

This Security Target (ST) specifies the security claims of the Xerox® AltaLink™
B8045 / B8055 / B8065 / B8075 / B8090 in accordance with the requirements of
the Common Criteria (CC).

This section introduces the Target of Evaluation (TOE) and provides the Security
Target (ST) and TOE identification, ST and TOE conformance claims, ST
conventions, glossary and list of abbreviations.

o TOE Description (Section 2) — provides an overview of the TOE and
describes the physical and logical boundaries of the TOE

o Security Problem Definition (Section 3) — describes the threats and
assumptions that define the security problem to be addressed by the TOE
and its environment

o Security Objectives (Section 4) — describes the security objectives for the
TOE and its operational environment necessary to counter the threats and
satisfy the assumptions that define the security problem

o IT Security Requirements (Section 5) — specifies the security functional
requirements (SFRs) and security assurance requirements (SARS) to be
met by the TOE

o TOE Summary Specification (Section 6) — describes the security functions

of the TOE and how they satisfy the SFRs

o Rationale (Section 7) — provides mappings and rationale for the security
problem definition, security objectives, security requirements, and security
functions to justify their completeness, consistency, and suitability.

o Glossary (Section 8) — terms that have a specific meaning within the
context of the ST and the TOE.

o Acronyms (Section 9) — abbreviations and acronyms that are used in this
document.

1.1. ST and TOE Identification

Table 1 below presents key identification details relevant to the CC evaluation of
the Xerox® AltaLink™ B8045 / B8055 / B8065 / B8075 / B8090.

Table 1: ST and TOE identification

ST Title: Xerox Multi-Function Device Security Target, Xerox® AltaLink™
B8045 / B8055 / B8065 / B8075 / B8090

ST Version: 0.22

Publication Date: October 2017

Authors: DXC.technology, Xerox Corporation

1
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TOE Identification: Xerox® AltaLink™ B8045 / B8055 / B8065 / B8075 / B8090

System Software version: 100.008.057.09602 with network controller
patch 1190013v3

ST Evaluator: DXC.technology Security Testing/Certification Laboratories

Keywords: Xerox, Multi-Function Device, Image Overwrite, WorkCentre,
Printer, Scanner, Copier, Facsimile, Fax, Document Server,
Document Storage and Retrieval, Disk overwrite, All-In-One, MFD,
MFP, ISO/IEC 15408, Common Criteria, FIPS, Protection Profile,
Security Target

1.2. Conformance Claims
1.2.1. Common Criteria Claims
The ST is based upon the following, referenced hereafter as [CC]:

o Common Criteria for Information Technology Security Evaluation, Part 1:
Introduction and General Model; Version 3.1, Revision 4

J Common Criteria for Information Technology Security Evaluation, Part 2:
Security Functional Components; Version 3.1, Revision 4

o Common Criteria for Information Technology Security Evaluation, Part 3:
Security Assurance Components; Version 3.1, Revision 4

This ST claims the following CC conformance:

o Part 2 extended

J Part 3 conformant

1.2.2. Protection Profile Claims

This ST and the TOE it describes are conformant to the following Protection Profile:

o Protection Profile for Hardcopy Devices, Version 1.0, 10 September 2015
([HCDPP]). The following NIAP Technical Decisions apply to this PP and
have been accounted for in the ST development and the conduct of the
evaluation:

o TD0074: FCS_CKM.1(a) Requirement in HCD PP v1.0

. TDO0157: FCS_IPSEC_EXT.1.1 - Testing SPDs

o TDO0176: FDP_DSK_EXT.1.2 - SED Testing (does not apply as the
TOE does not use self-encrypting drives)

o TD0219: NIAP Endorsement of Errata for HCD PP v1.0

1.2.3. Package Claims

None.

1.3. Conventions

The following conventions have been applied in this document:

2
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Security Functional Requirements—Part 2 of the CC defines the approved
set of operations that may be applied to functional requirements: iteration,
assignment, selection, and refinement.

Iteration: allows a component to be used more than once with varying
operations. In this ST, iteration is indicated by a number in
parentheses placed at the end of the component. For example,
FCS_CKM.1(a) and FCS_CKM.1(b) indicate that the ST includes
two iterations of the FCS_CKM.1 requirement.

Assignment: allows the specification of an identified parameter.
Assignments are indicated using bold underlines and are surrounded
by brackets (e.g., [assignment]). Note that an assignment within a
selection would be identified in italics and with embedded bold
underlined brackets (e.g., [[selected-assignment]]).

Selection: allows the specification of one or more elements from a
list. Selections are indicated using bold italics and are surrounded by
brackets (e.g., [selection]).

Refinement: allows the addition of details. Refinements are indicated
using bold for additions and strike-through for deletions (e.g., “... all

objects ...” or “... some-big-things ...”).

Other sections of the ST—other sections of the ST use bolding to highlight
text of special interest, such as captions.

3
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2. TOE Overview
2.1. TOE Description

The Target of Evaluation (TOE) is the Xerox multi-function device (MFD) Xerox®
AltaLink™ B8045 / B8055 / B8065 / B8075 / B8090. The TOE copies and prints
with scan and fax capabilities. The Xerox Embedded Fax Accessory provides local
analog fax capability over Public Switched Telephone Network (PSTN)
connections and also enables LanFax*.

Xerox’s Workflow Scanning Accessory is part of the TOE configuration. This
accessory allows documents to be scanned at the device with the resulting image
being sent via email, transferred to a remote file repository, kept in a private (scan)
mailbox or placed on a personal USB storage device.

The TOE can integrate with an IPv4 network with native support for DHCP. The
hardware included in the TOE is shown in the figure below.

2.2. TOE Architecture

Figure 1: Xerox® AltaLink™ B8045 / B8055 / B8065 / B8075 / B8090

! LanFax enables fax jobs to be submitted from the desktop via printing protocols.

4
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The Xerox MFP’s within the scope of the evaluation are shown in the table below.
Table 2: Xerox MFP’s

Firmware Version Operating System
AltaLink™ B8045 / B8055 | 100.008.057.09602 with network Wind River 6 Linux 3.10
/ B8065 / B8075 / B8090 controller patch 1190013v3

All Xerox® AltaLink™ B8045 / B8055 / B8065 / B8075 / B8090 security settings
and operational aspects are exactly the same. The only differences amongst
different models are print speed and hard drive capacity. Testing was conducted
on the B8055 model.

2.2.1. Physical Boundary

The TOE is an MFD (Xerox® AltaLink™ B8045 / B8055 / B8065 / B8075 / B8090)
that consists of a printer, copier, scanner, fax and associated administrator and
user guidance. The TOE comprises all software and firmware within the MFD
enclosure.

Users can determine version numbers and whether the Xerox Embedded Fax
Accessory, Xerox Workflow Scan Accessory and Image Overwrite Security
Package are installed by reviewing the TOE configuration report.

2.2.2. Logical Boundary
The TOE provides the following security features:
2.2.2.1. Identification and Authentication

In the evaluated configuration, the TOE requires users and system administrators
to authenticate before granting access to user (copy, print, fax, etc.) or system
administration functions via the Web User Interface (Web Ul) or the Local User
Interface (LUI). The user or system administrator must enter a username and
password at either the Web Ul or the LUI. The password is obscured as it is being
entered. The TOE provides role based access control as configured by the system
administrator.

The TOE also supports smart card, Kerberos and Lightweight Directory Access
Protocol (LDAP) for network authentication.

2.2.2.2. Security Audit

The TOE generates audit logs that track events/actions (e.g., print/scan/fax job
submission) to identified users. The audit logs, which are stored locally in a 15000
entry circular log, are available to TOE administrators and can be exported in
comma separated format for viewing and analysis.

2.2.2.3. Access Control

The TOE enforces a system administrator defined role based access control
policy. Only authenticated users assigned to roles with the necessary privileges
are allowed to perform copy, print, scan or fax on the TOE via the Web Ul or the
LUL.

5
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Unauthenticated users can submit print or LanFax jobs to the TOE via printing
protocols. Release of unauthenticated print jobs to the hardcopy output handler is
dependent on the system administrator defined policy.

The TOE allows filtering rules to be specified for IPv4 network connections based
on IP address and port number.

2.2.2.4. Security Management

A Local User, via the local user interface, or a Remote User, via the browser-based
interface, with administrative privileges can configure the security settings of the
TOE. The TOE has the capability to assign Users to roles that distinguish Users
who can perform administrative functions from Users who can perform User
functions via a role based access control policy. The TOE also has the capability
to protect its security settings from unauthorized disclosure and alteration when
they are stored in the TOE and in transit to or from the browser-based interface.

2.2.2.5. Trusted Operation

The TOE includes a software image verification feature and Embedded Device
Security which employs McAfee software to detect and prevent unauthorized
execution and modification of TOE software.

2.2.2.6. Encryption

The TOE utilizes digital signature generation and verification (RSA), data
encryption (AES), key establishment (RSA) and cryptographic checksum
generation and secure hash computation (HMAC, SHA-1) in support of disk
encryption, SSH, TLS, TLS/HTTPS, TLS/SMTP and IPsec. The TOE also provides
random bit generation in support of cryptographic operations.

The TOE stores temporary image data created during a copy, print, scan and fax
job on the single shared hard disk drive (HDD) that is field replaceable. This
temporary image data consists of the original data submitted and additional files
created during a job. All partitions of the HDD used for spooling temporary files
are encrypted. The hard drive encryption key is derived from a BIOS saved
passphrase and is the same value after each power-up (see KMD for details).

2.2.2.7. Trusted Communication
The TOE provides support for a number of secure communication protocols:

o Transport Layer Security (TLS) support is available for protecting
communication over the Web User Interface (Web Ul) and SMTP
email communications.

o Secure Shell (SSH) File Transfer Protocol (SFTP) and TLS are
available for protecting document transfers to a remote file
depository.

o Internet Protocol Security (IPsec) support is available for protecting
communication over IPv4 networks.

6
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o TLS support is available for protecting communication with a remote
authentication server.

2.2.2.8. PSTN Fax-Network Separation

The TOE provides separation between the fax processing board and the network
interface and therefore prevents an interconnection between the PSTN and the
internal network. This separation is realized in software, as by design, these
interfaces may only communicate via an intermediary.

2.2.2.9. Data Clearing and Purging

The image overwrite feature overwrites temporary image files created during a
copy, print, scan or fax job when those files are no longer needed. Overwrite is
also invoked at the instruction of a job owner or administrator and at start-up. The
purge feature allows an authorized administrator to permanently delete all
customer-supplied data on the TOE. This addresses residual data concerns when
the TOE is decommissioned from service or redeployed to a different environment.

2.2.3. Evaluated Configuration

To implement the security features identified in Section 2.2.2 of this Security
Target, the TOE must be configured in accordance with the Secure Installation and
Operation guidance document (see Table 2).

The following components are included in the evaluated configuration:
o Xerox Embedded Fax Accessory
. Smart card authentication

No claims are made regarding security features that are not explicitly identified in
this Security Target.

Please see http://www.xerox.com/information-security/product/enus.html for the
latest Xerox security information, bulletins and advisory responses.

2.2.3.1. Features not tested

The following functionality present in the PAM product was not covered by the
evaluation:

e Workflow Scanning using SFTP (only HTTPS permitted);

e Xerox Secure Access and Convenience Authentication are not permitted
in the evaluation configuration; and,

e SNMPv3 for deivce management.

2.2.4. Required Non-TOE Hardware, Software and Firmware

The TOE does not require any additional hardware, software or firmware in order
to function as a multi-function hard copy device. Additional features require non-
TOE support as follows:

o Network security and fax flow features are only useful in
environments where the TOE is connected to a network or PSTN.

7
Copyright® 2017 Xerox Corporation. All rights reserved.


http://www.xerox.com/information-security/product/enus.html

o Network identification is only available when LDAP or Kerberos
remote authentication services are present in the environment.

o Smart card authentication requires Federal Information Processing
Standard (FIPS) 201 Personal Identity Verification Common Access
Card (PIV-CAC) compliant smart cards and readers or equivalent. In
support of smart card authentication, a Windows Domain Controller
must also be present in the environment.

J The TOE may be configured to reference an NTP server for time.
2.3. TOE Documentation
The administrator and user guidance included in the TOE are listed in Table 2.
Table 3: System User and Administrator Guidance

Title ‘ Version Date

Xerox® AltaLink® Series
Multifunction  Printers  System 1.0 May 2017
Administrator Guide

Xerox® AltaLink™ B80XX Series
Multifunction Printer User Guide

Secure Installation and Operation
of Your AltaLink™ B8045 / B8055
/ B8065 / B8075 / B8090
Multifunction Printer and 1.3 Nov 14, 2017
AltaLink™ C8030 / C8035 /
C8045 / C8055 / C8070 Color
Multifunction Printer

1.0 May 2017
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3. Security Problem Definition

The security problem definition consists of the threats, organizational security
policies, and usage assumptions as they relate to the Xerox® AltaLink™ B8045 /
B8055 / B8065 / B8075 / B8090.

3.1. Threats

Known or presumed threats to protected resources that are addressed by Xerox®
AltaLink™ B8045 / B8055 / B8065 / B8075 / B8090 based on conformance to the
HCDPP are presented below.

Table 4: HCD PP Threats addressed

Threats

T.UNAUTHORIZED_ACCESS An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User Job Data
in the TOE through one of the TOE’s interfaces.

T.TSF_COMPROMISE An attacker may gain Unauthorized Access to TSF Data in
the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE A malfunction of the TSF may cause loss of security if the
TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3.2. Assumptions

The core security aspects of the environment in which Xerox® AltaLink™ B8045 /
B8055 / B8065 / B8075 / B8090 is intended to be used is presented below. It
includes information about the physical, personnel, procedural, and connectivity
aspects of the environment.

The following specific conditions are assumed to exist in an environment where
the TOE is employed in order to conform to the HCDPP.

Table 5: HCD PP Assumptions addressed

Assumptions

A.PHYSICAL Physical security, commensurate with the value of the TOE
and the data it stores or processes, is assumed to be
provided by the environment.

A.NETWORK The Operational Environment is assumed to protect the TOE
from direct, public access to its LAN interface.

A.TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.
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A.TRAINED_USERS Authorized Users are trained to use the TOE according to
site security policies.

3.3. Organizational Security Policies

An organizational security policy (OSP) is a set of rules or procedures imposed by
an organization upon its operations to protect its sensitive data or IT assets.
organizational security policies which are necessary for conformance to the
HCDPP are below.

Table 6: HCD PP OSPs addressed

Organizational Security Policy

P.AUTHORIZATION Users must be authorized before performing Document
Processing and administrative functions.

P.AUDIT Security-relevant activities must be audited and the log of
such actions must be protected and transmitted to an
External IT Entity.

P.COMMS_PROTECTION The TOE must be able to identify itself to other devices on
the LAN.

P.STORAGE_ENCRYPTION If the TOE stores User Document Data or Confidential TSF
(conditionally mandatory) Data on Field-Replaceable Nonvolatile Storage Devices, it
will encrypt such data on those devices.

P.KEY_MATERIAL Cleartext keys, submasks, random numbers, or any other
(conditionally mandatory) values that contribute to the creation of encryption keys for
Field-Replaceable Nonvolatile Storage of User Document
Data or Confidential TSF Data must be protected from
unauthorized access and must not be stored on that storage
device.

P.FAX_FLOW (conditionally If the TOE provides a PSTN fax function, it will ensure
mandatory) separation between the PSTN fax line and the LAN.

P.IMAGE_OVERWRITE Upon completion or cancellation of a Document Processing
(optional) job, the TOE shall overwrite residual image data from its
Field-Replaceable Nonvolatile Storage Devices.

P.PURGE_DATA (optional) The TOE shall provide a function that an authorized
administrator can invoke to make all customer-supplied User
Data and TSF Data permanently irretrievable from
Nonvolatile Storage Devices.
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4. Security Objectives

The Security Objectives have been taken from the [HCDPP] and are reproduced
for the convenience of the reader.

4.1. Security Objectives for the TOE

The following Security Objectives for the TOE are drawn directly from the
[HCDPP].

Table 7: HCD PP OSPs addressed

Security Objective for the TOE

O.USER_I&A The TOE shall perform identification and authentication of
Users for operations that require access control, User
authorization, or Administrator roles.

O.ACCESS_CONTROL The TOE shall enforce access controls to protect User Data
and TSF Data in accordance with security policies.

O.ADMIN_ROLES The TOE shall ensure that only authorized Administrators
are permitted to perform administrator functions.

O.USER_AUTHORIZATION The TOE shall perform authorization of Users in accordance
with security policies.

O.UPDATE_VERIFICATION The TOE shall provide mechanisms to verify the authenticity
of software updates.

O.TSF_SELF_TEST The TOE shall test some subset of its security functionality
to help ensure that subset is operating properly.

O0.COMMS_PROTECTION The TOE shall have the capability to protect LAN
communications of User Data and TSF Data from
Unauthorized Access, replay, and source/destination
spoofing.

O.AUDIT The TOE shall generate audit data, and be capable of
sending it to a trusted External IT Entity. Optionally, it may
store audit data in the TOE.

O.STORAGE_ENCRYPTION If the TOE stores User Document Data or Confidential TSF
(conditionally mandatory) Data in Field-Replaceable Nonvolatile Storage devices, then
the TOE shall encrypt such data on those devices.

O.KEY_MATERIAL The TOE shall protect from unauthorized access any
(conditionally mandatory) cleartext keys, submasks, random numbers, or other values
that contribute to the creation of encryption k