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1. Introduction

This Security Target (ST) specifies the security claims of the WorkCentre
4265 in accordance with the requirements of the Common Criteria (CC).

1.1. ST and TOE Identification

Table 1 below presents key identification details relevant to the CC evaluation
of the WorkCentre 4265.

Table 1: ST and TOE identification

ST Title: Xerox Multi-Function Device Security Target, WorkCentre 4265

ST Version: ‘ 1.3

Publication Date: 14 May 2015

Authors: CSC Security Testing/Certification Laboratories, Xerox
Corporation

TOE Identification: WorkCentre 4265
(see section 1.3.1 for software version numbers)

EAL: EAL2+ (ALC_FLR.3)

ST Evaluator: CSC Security Testing/Certification Laboratories

Keywords: Xerox, Multi-Function Device, Image Overwrite, WorkCentre,
Printer, Scanner, Copier, Facsimile, Fax, Document Server,
Document Storage and Retrieval, Disk overwrite, All-In-One,
MFD, MFP, ISO/IEC 15408, Common Criteria, FIPS, Protection
Profile, Security Target
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1.2. TOE Overview

1.2.1. Usage and Security Features

The Target of Evaluation (TOE) is the Xerox multi-function device (MFD)
WorkCentre 4265. The TOE copies and prints with scan and fax capabilities.
The Xerox Embedded Fax Accessory provides local analog fax capability
over Public Switched Telephone Network (PSTN) connections and also
enables LanFax".

Xerox’s Workflow Scanning Accessory is part of the TOE configuration. This
accessory allows documents to be scanned at the device with the resulting
image being sent via email, transferred to a remote file repository, kept in a
private (scan) mailbox or placed on a personal USB storage device.

The TOE can integrate with an IPv4 network with native support for DHCP.
The hardware included in the TOE is shown in the figure below.

Figure 1: Xerox WorkCentre 4265

The TOE provides the following security features:

! LanFax enables fax jobs to be submitted from the desktop via printing protocols.
7
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Image overwrite. This feature overwrites temporary image files
created during a copy, print, scan or fax job when those files are no
longer needed. Overwrite is also invoked at the instruction of a job
owner or administrator and at start-up.

Hard disk encryption. The TOE stores temporary image data created
during a copy, print, scan and fax job on the single shared hard disk
drive (HDD). This temporary image data consists of the original data
submitted and additional files created during a job. All partitions of the
HDD used for spooling temporary files are encrypted. The encryption
key is created on each power-up.

Audit. The TOE generates audit logs that track events/actions (e.g.,
print/scan/fax job submission) to identified users. The audit logs,
which are stored locally in a 15000 entry circular log, are available to
TOE administrators and can be exported in comma separated format
for viewing and analysis.

Network filtering. The TOE allows filtering rules to be specified for
IPv4 network connections based on IP address and port number.

Secure communication. The TOE provides support for a number of
secure communication protocols:

o Transport Layer Security (TLS) support is available for
protecting communication over the Web User Interface (Web Ul)
and SMTP email communications.

o TLS is available for protecting document transfers to a remote
file depository.

o Kerberos and TLS support are available for protecting
communication with a remote authentication server.

Authentication & access control. In the evaluated configuration, the
TOE requires users and system administrators to authenticate before
granting access to user (copy, print, fax etc) or system administration
functions via the Web User Interface (Web Ul) or the Local User
Interface (LUI). The user or system administrator must enter a
username and password at either the Web Ul or the LUIL. The
password is obscured as it is being entered.

Network authentication. The TOE supports smart card, Kerberos and
Lightweight Directory Access Protocol (LDAP) for network
authentication.

Self test and integrity verification. The TOE includes a software
image verification feature and Embedded Device Security which
employs McAfee software to detect and prevent unauthorized
execution and modification of TOE software.

8
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1.2.2. TOE Type

The TOE is an MFD that provides copy and print, document scanning and fax
services.

1.2.3. Required Non-TOE Hardware, Software and
Firmware
The TOE does not require any additional hardware, software or firmware in

order to function as a multi-function device. Additional features require non-
TOE support as follows:

e Network security and fax flow features are only useful in environments
where the TOE is connected to a network or PSTN.

e Network identification is only available when LDAP or Kerberos remote
authentication services are present in the environment.

e Smart card authentication requires Federal Information Processing
Standard (FIPS) 201 Personal ldentity Verification Common Access
Card (PIV-CAC) compliant smart cards and readers or equivalent. In
support of smart card authentication, a Windows Domain Controller
must also be present in the environment.

e The TOE may be configured to reference an NTP server for time.

1.3. TOE Description

1.3.1. Physical Scope of the TOE

The TOE is an MFD (WorkCentre 4265) that consists of a printer, copier,
scanner, fax and associated administrator and user guidance. The software
version of the TOE is shown in Table 2. A system administrator can ensure
that they have a TOE by printing a configuration report and comparing the
version numbers on the report to Table 2 below.

Table 2: Evaluated software version
Model System Software

WorkCentre 4265 50.000.90.001

Users can determine version numbers and whether the Xerox Embedded Fax
Accessory, Xerox Workflow Scan Accessory and Image Overwrite Security
Package are installed by reviewing the TOE configuration report.

The administrator and user guidance included in the TOE are listed in Table
3.

9
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Table 3: System User and Administrator Guidance

Title Version Date
Systom Adminisator Guide H0 Cctober 014
Xerox W'orkCentre 4265 Multifunction Printer 1.0 October 2014
User Guide

s\;agrukrgelstsrtealllétéosn and Operation Of Your 11 March 2015

The TOE’s physical interfaces include a power port, an ethernet port, USB
ports, serial port, fax ports, LUl with keypad, a document scanner, a
document feeder and a document output.

1.3.2. Logical Scope of the TOE

The logical scope of the TOE includes all software and firmware that are
installed on the product (see Table 2). The TOE logical boundary is
composed of the security functions provided by the product.

The following security functions are controlled by the TOE:
¢ Image Overwrite (TSF_IOW)
e Authentication (TSF_ AUT)
e Network Identification (TSF_NET _ID)
e Security Audit (TSF_FAU)
e Cryptographic Operations (TSF_FCS)
e User Data Protection — IP Filtering (TSF_FDP_FILTER)
e Network Security (TSF_NET_SEC)
e Information Flow Security (TSF_ FLOW)
e Security Management (TSF_FMT)
e User Data Protection — Disk Encryption (TSF_FDP_UDE)

1.3.2.1. Image Overwrite (TSF_IOW)

The Immediate Image Overwrite (11O) function overwrites files created during
job processing. The [IO function automatically starts for all abnormally
terminated copy, print, scan and fax jobs stored on the HDD prior to coming
on-line at reboot or after a power failure/disorderly shutdown.

The On-Demand Image Overwrite (ODIO) function overwrites the hard
drive(s) on-demand of the system administrator. The ODIO function operates
in two modes: full ODIO and standard ODIO. A standard ODIO overwrites all

10
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files written to temporary storage areas of the HDD. A full ODIO overwrites
those files as well as the fax mailbox/dial directory and scan-to-mailbox data.

1.3.2.2. Authentication (TSF_AUT)

A user must authenticate by entering a username and password prior to
being granted access to the LUI or the Web Ul. While the user is typing the
password, the TOE obscures each character entered.

Upon successful authentication, users are granted access to functions based
on their role and predefined privileges. Only a system administrator is
allowed full access to the TOE including all the system administration
functions. Each common user’s access is determined by which function
(copy, scan, print, fax etc.) they have permission for.

If configured for local authentication the system requires the system
administrator to create each user and assign associated credentials. The
system will authenticate the user against an internal database. The TOE may
alternatively be configured to use an external authentication store as
described by section 1.3.2.3.

The TOE enforces administrator defined session timeout periods for the LUI
and Web UI.

1.3.2.3. Network Identification (TSF_NET _ID)

As an alternative to local authentication, the TOE may be configured to refer
to an external identity server (a trusted remote IT entity). User credentials
entered at the LUI or Web Ul are authenticated at the server instead of the
TOE. The network authentication services supported by the TOE include:
smart card authentication, LDAP v4, Kerberos v5 (Unix, Linux) and Kerberos
v5 (Windows Active Directory).

1.3.2.4. Security Audit (TSF_FAU)

The TOE generates audit logs that record events (e.g. copy/print/scan/fax job
completion) and associated users. The audit logs, which are stored locally in
a 15000 entry circular log, are available to TOE administrators and can be
exported for viewing and analysis. The downloaded audit records are in
comma separated format.

1.3.2.5. Cryptographic Operations (TSF_FCS)

The TOE utilizes digital signature generation and verification (RSA), data
encryption (TDES, AES), key establishment (RSA) and cryptographic
checksum generation and secure hash computation (HMAC, SHA-1) in
support of disk encryption, TLS, TLS/HTTPS and TLS/SMTP. The TOE also
provides random number generation in support of cryptographic operations.

11
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1.3.2.6. User Data Protection — Disk Encryption
(TSF_FDP_UDE)

The TOE utilizes data encryption (AES) to support encryption and decryption
of designated portions of the hard disk where user image data files may be
temporarily stored.

1.3.2.7. User Data Protection — IP Filtering (TSF_FDP_FILTER)

The TOE enforces administrator defined IPv4 filtering rules.

1.3.2.8. Network Security (TSF_NET_SEC)

The TOE supports the following secure communication protocols: TLS for
Web Ul; TLS for document transfers to the remote file depository; SMTP over
TLS for email; and Kerberos and LDAP over TLS for remote authentication.

1.3.2.9. Information Flow Security (TSF_FLOW)

The TOE prevents unintentional transmission of data between its interfaces
and the network and/or PSTN to which the TOE is connected.

1.3.2.10. Security Management (TSF_FMT)

The security functions of the TOE are managed by the system administrator
from both the LUI and WebUI. User and role management is only accessible
via the Web UlI.

The TOE is capable of verifying the integrity of the TSF at the request of the
administrator.

12
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1.4. Evaluated Configuration

To implement the security features identified in section 1.2.1 of this Security
Target, the TOE must be configured in accordance with the guidance
document titled: Secure Installation and Operation of Your Xerox WorkCentre
4265.

The following components are included in the evaluated configuration:
e Xerox Embedded Fax Accessory
e Smart card authentication

No claims are made regarding security features that are not explicitly
identified in this Security Target.

Please see http://www.xerox.com/information-security/product/enus.html for
the latest Xerox security information, bulletins and advisory responses.

13
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2. Conformance Claims

2.1. Common Criteria

The ST is based upon the following, referenced hereafter as [CC]:

e Common Criteria for Information Technology Security Evaluation, Part
1: Introduction and General Model; Version 3.1, Revision 4

e Common Criteria for Information Technology Security Evaluation, Part
2: Security Functional Components; Version 3.1, Revision 4

e Common Criteria for Information Technology Security Evaluation, Part
3: Security Assurance Components; Version 3.1, Revision 4

This ST claims the following CC conformance:
e Part 2 extended
e Part 3 conformant

2.2. Protection Profile Claims

None.

2.3. Package Claims

EAL2-augmented (ALC_FLR.3).
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3. Security Problem
Definition

3.1. Definitions

3.1.1. Users

Users are entities that are external to the TOE and which interact with the
TOE. There may be two types of Users: Normal and Administrator, as shown
in Table 4.

Table 4: Users

Designation Definition

U.USER Any authorized User.

U.NORMAL A User who is authorized to perform User Document Data
processing functions of the TOE

U.ADMINISTRATOR | A User who has been specifically granted the authority to
manage some portion or all of the TOE and whose actions
may affect the TOE security policy (TSP). Administrators may
possess special privileges that provide capabilities to override
portions of the TSP.

3.1.2. Obijects (Assets)

Objects are passive entities in the TOE, that contain or receive information,
and upon which Subjects perform Operations. In this Security Target, Objects
are equivalent to TOE Assets. There are three types of Objects: User Data,
TSF Data, and Functions.

3.1.2.1. User Data

User Data are data created by and for Users and do not affect the operation
of the TOE Security Functionality (TSF). This type of data is composed of two
objects: User Document Data, and User Function Data, as shown in Table 5.
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Table 5: User data

Designation Definition

D.DOC User Document Data consists of the information contained in a user’s
document. This includes the original document itself in either hardcopy or
electronic form, image data, or residually-stored data created by the
hardcopy device while processing an original document and printed
hardcopy output.

D.FUNC User Function Data are the information about a user’'s document or job to
be processed by the TOE.

3.1.2.2. TSF Data

TSF Data is data created by and for the TOE and might affect the operation
of the TOE. This type of data is composed of two objects: TSF Protected
Data and TSF Confidential Data. The TSF Data assets for this TOE has been
categorized according to whether they require protection from unauthorized
alteration (TSF Protected Data) or protection from both unauthorized
disclosure and unauthorized alteration (TSF Confidential Data). The data
assets have been identified and categorized in Table 6 and Table 7 below.

Table 6: TSF data

Designation Definition

D.PROT TSF Protected Data are assets for which alteration by a User who is
neither an Administrator nor the owner of the data would have an effect
on the operational security of the TOE, but for which disclosure is
acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or
alteration by a User who is neither an Administrator nor the owner of
the data would have an effect on the operational security of the TOE.

Table 7: TSF data categorization

TSF Protected Data ‘ TSF Confidential Data

Configuration data Audit Log

Device and network status information and

configuration settings Cryptographic keys

Device service and diagnostic data X.509 Certificate (TLS)

User IDs and Passwords

User Access Permissions

802.1x Credentials and Configuration

IP filter table (rules)

Email Addresses for fax forwarding
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Note: TSF data is categorized as:

1. TSF Protected Data. Data that should be protected, but does not
affect the operational security of the TOE if it is disclosed (D.PROT).

2. TSF Confidential Data. Data that does affect the operational security
of the TOE if it is disclosed (D.CONF).

3.1.2.3. HCD Functions

Functions perform processing, storage, and transmission of data that may be
present in Hardcopy Device (HCD) products (HCD is an IEEE term for MFD).
The HCD functions relevant to the TOE are defined in Table 8 below.

Table 8: HCD functions

Designation Definition

F.PRT Printing: a function in which electronic document input is converted to
physical document output

F.SCN Scanning: a function in which physical document input is converted to
electronic document output

F.CPY Copying: a function in which physical document input is duplicated to
physical document output

F.FAX Faxing: a function in which physical document input is converted to a
telephone-based document facsimile (fax) transmission, and a function in
which a telephone-based document facsimile (fax) reception is converted
to physical document output

F.DSR Document storage and retrieval: a function in which a document is stored
during one job and retrieved during one or more subsequent jobs

F.SMI Shared-medium interface: a function that transmits or receives User Data
or TSF Data over a communications medium which, in conventional
practice, is or can be simultaneously accessed by multiple users, such as
wired network media and most radio-frequency wireless media

3.1.3. Operations

Operations are a specific type of action performed by a Subject on an Object.
In this Security Target, five types of operations are considered: those that
result in disclosure of information (Read), those that result in alteration of
information (Create, Modify, Delete), and those that invoke a function
(Execute).

3.1.4. Channels

Channels are the mechanisms through which data can be transferred into
and out of the TOE. In this Security Target, four types of Channels are
allowed:

17
Copyright® 2015 Xerox Corporation. All rights reserved.



Xerox Multi-Function Device Security Target

1. Private Medium Interface. Mechanisms for exchanging information
that use (1) wired or wireless electronic methods over a
communications medium which, in conventional practice, is not
accessed by multiple simultaneous Users; or, (2) Operator Panel and
displays that are part of the TOE. It is an input-output channel.

2. Shared-medium Interface. Mechanisms for exchanging information
that use wired or wireless network or non-network electronic methods
over a communications medium which, in conventional practice, is or
can be simultaneously accessed by multiple Users. It is an input-output
channel.

3. Original Document Handler. Mechanisms for transferring User
Document Data into the TOE in hardcopy form. It is an input channel.

4. Hardcopy Output Handler. Mechanisms for transferring User
Document Data out of the TOE in hardcopy form. It is an output
channel.

In practice, at least one input channel and one output channel would be
present in any HCD configuration, and at least one of those channels would
be either an Original Document Handler or a Hardcopy Output Handler.

3.2. Assumptions

The Security Objectives and SFRs defined in subsequent sections of this ST
are based on the condition that all of the assumptions described in this
section are satisfied.

Table 9: Assumptions for the TOE

Assumption ‘ Definition

A.ACCESS.MANAGED | The TOE is located in a restricted or monitored environment that
provides protection from unmanaged access to the physical
components, data interfaces of the TOE and local area network
to which the TOE is connected.

A.USER.TRAINING TOE Users are aware of the security policies and procedures of
their organization, and are trained and competent to follow those
policies and procedures.

A.ADMIN.TRAINING Administrators are aware of the security policies and procedures
of their organization, are trained and competent to follow the
manufacturer’s guidance and documentation, and correctly
configure and operate the TOE in accordance with those
policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for
malicious purposes.
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3.3. Threats

3.3.1.

Threats Addressed by the TOE

This security problem definition addresses threats posed by four categories of
threat agents:

1.

Persons who are not permitted to use the TOE who may attempt to
use the TOE

Persons who are authorized to use the TOE who may attempt to use
TOE functions for which they are not authorized.

Persons who are authorized to use the TOE who may attempt to
access data in ways for which they not authorized.

Persons who unintentionally cause a software malfunction that may
expose the TOE to unanticipated threats.

The threats and policies defined in this ST address the threats posed by
these threat agents. This section describes threats to assets described in
section 3.1.2.

Table 10: Threats to user data

Threat ‘ Affected Asset  Description

T.DOC.DIS D.DOC User Document Data may be disclosed to
unauthorized persons

T.DOC.ALT D.DOC User Document Data may be altered by unauthorized
persons

T.FUNC.ALT D.FUNC User Function Data may be altered by unauthorized
persons

Table 11: Threats to TSF data

Threat ‘ Affected Asset ‘ Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized
persons
T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to

unauthorized persons

T.CONF.ALT D.CONF TSF Confidential Data may be altered by

unauthorized persons

3.3.2. Threats Addressed by the IT Environment
There are no threats addressed by the IT Environment.
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3.4. Organizational Security Policies

This section describes the Organizational Security Policies (OSPs) that apply
to the TOE. OSPs are used to provide a basis for security objectives that are
commonly desired by TOE Owners in this operational environment, but for
which it is not practical to universally define the assets being protected or the

threats to those assets.

Table 12: Organizational Security Policies

Name ‘ Definition

P.USER.AUTHORIZATION

To preserve operational accountability and security,
Users will be authorized to use the TOE only as
permitted by the TOE Owner.

P.SOFTWARE.VERIFICATION

To detect corruption of the executable code in the
TSF, procedures will exist to self-verify executable
code in the TSF.

P.AUDIT.LOGGING

To preserve operational accountability and security,
records that provide an audit trail of TOE use and
security-relevant events will be created, maintained,
and protected from unauthorized disclosure or
alteration, and will be reviewed by authorized
personnel.

P.INTERFACE.MANAGEMENT

To prevent unauthorized use of the external
interfaces of the TOE, operation of those interfaces
will be controlled by the TOE and its IT
environment.
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4. Security Objectives

The purpose of the security objectives is to detail the planned response to a
security problem or threat. Threats can be directed against the TOE or the
security environment or both, therefore, the CC identifies two categories of

security objectives:

1. Security objectives for the TOE, and

2. Security objectives for the environment.

4.1. Security Objectives for the TOE

This section describes the security objectives that the TOE shall fulfill.

Table 13: Security objectives for the TOE

Objective ‘ Definition

O.DOC.NO_DIS

The TOE shall protect User Document Data from
unauthorized disclosure.

0.DOC.NO_ALT

The TOE shall protect User Document Data from
unauthorized alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from
unauthorized alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from
unauthorized alteration.

O.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from
unauthorized disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from
unauthorized alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication of
Users, and shall ensure that Users are authorized in
accordance with security policies before allowing them to
use the TOE.

O.INTERFACE.MANAGED

The TOE shall manage the operation of external interfaces
in accordance with security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide the ability to self-verify executable
code in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and
security-relevant events, and prevent its unauthorized
disclosure or alteration.
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Objective Definition

O.AUDIT_STORAGE.PRO | The TOE shall ensure that internal audit records are
TECTED protected from unauthorized access, deletion and
modifications.

4.2. Security Objectives for the
Operational Environment

This section describes the security objectives that must be fulfiled by IT
methods in the IT environment of the TOE.

Table 14: Security objectives for the IT environment

Objective Definition

OE.AUDIT_STORAGE.PROTECTED | If audit records are exported from the TOE to
another trusted IT product, the TOE Owner shall
ensure that those records are protected from
unauthorized access, deletion and modifications.

OE.AUDIT_ACCESS.AUTHORIZED | If audit records generated by the TOE are
exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those
records can be accessed in order to detect
potential security violations, and only by
authorized persons

OE.INTERFACE.MANAGED The IT environment shall provide protection from
unmanaged access to TOE external interfaces.

OE.USER.AUTHENTICATED The IT environment shall provide support for user
identification and authentication and protect the
user credentials in transit when TOE operates in
remote identification and authentication mode.
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4.3. Security Objectives for the Non-
IT Environment

This section describes the security objectives that must be fulfilled by non-IT
methods in the non-IT environment of the TOE.

Table 15: Security objectives for the non-IT environment

Objective Definition

OE.PHYSICAL.MANAGED | The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the
TOE.

OE.USER.AUTHORIZED The TOE Owner shall grant permission to Users to be
authorized to use the TOE according to the security policies
and procedures of their organization.

OE.USER.TRAINED The TOE Owner shall ensure that Users are aware of the
security policies and procedures of their organization, and
have the training and competence to follow those policies and
procedures.

OE.ADMIN.TRAINED The TOE Owner shall ensure that TOE Administrators are
aware of the security policies and procedures of their
organization, have the training, competence, and time to
follow the manufacturer’'s guidance and documentation, and
correctly configure and operate the TOE in accordance with
those policies and procedures.

OE.ADMIN.TRUSTED The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious
purposes.

OE.AUDIT.REVIEWED The TOE Owner shall ensure that audit logs are reviewed at

appropriate intervals for security violations or unusual
patterns of activity.

4.4. Rationale for Security
Objectives

This section demonstrates that each threat, organizational security policy,
and assumption are mitigated by at least one security objective for the TOE,
and that those security objectives counter the threats, enforce the policies,
and uphold the assumptions.
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Table 16: Completeness of security objectives

‘ Objectives

O.CONF.NO_ALT

O.PROT.NO_ALT

O.CONF.NO_DIS

O.DOC.NO_ALT

O.FUNC.NO_ALT

OE.AUDIT_ACCESS.AUTHORIZED

OE.AUDIT.REVIEWED

O.INTERFACE.MANAGED

Threats, policies and

O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
O.AUDIT_STORAGE.PROTECTED
OE.AUDIT_STORAGE.PROTECTED
OE.INTERFACE.MANAGED
OE.PHYISCAL.MANAGED
OE.ADMIN.TRAINED
OE.ADMIN.TRUSTED
OE.USER.TRAINED

assumptions
T.DOC.DIS

X< |0.DOC.NO_DIS

T.DOC.ALT

x

T.FUNC.ALT X

T.PROT.ALT X