Mini Bulletin XRX18X
Xerox® WorkCentre® 4260

Firmware Release 30.007.11.000

Bulletin Date: June 28, 2018

Purpose
This Bulletin is intended ONLY for the specific security problem identified below. The problem identified has
been rated a criticality level of IMPORTANT.

Includes the following:

e Updates to Libtiff to address the vulnerabilities documented in the following CVEs - CVE-2017-9403, CVE-
2017-9404, CVE-2017-7593, CVE-2017-7596, CVE-2017-7597, CVE-2017-7598, CVE-2017-7599, CVE-
2017-7600, CVE- 2017-7601, CVE-2017-7602, CVE-2016-10266, CVE-2016- 10269, CVE-2016-10270

Software Release Details

If your software is higher or equal to the versions listed below no action is needed.

Otherwise, please review this bulletin and consider installation of this version.

Model WorkCentre 4260

System SW version 30.007.11.000
Link to SW update & Available here
Install Instr -

CAUTION

If upgrading from version 15.004.02.000, a memory clear must be performed before attempting the upgrade. If
the memory clear is not performed features such as Network Scanning, Scan to Email, Authentication
configurations, LDAP, XSA, etc...will not work as expected.

See Appendix A for additional details
IMPORTANT

Once this digitally signed release is installed, the machine CANNOT be downgraded to a non-digitally signed
release. Releases less than v15.003.70.000 are NOT digitally signed


http://www.support.xerox.com/support/workcentre-4260/file-download/enus.html?operatingSystem=win7x64&fileLanguage=en&contentId=138297&from=downloads&viewArchived=false
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