Mini Bulletin XRX18Al
Xerox® ColorQube® 8570/8870

SPAR Release PS 5.1.0 (MER 1)

Bulletin Date: October 3, 2018

Purpose
This Bulletin is intended ONLY for the specific security problem identified below. The problem identified has
been rated a criticality level of IMPORTANT.

Includes fix for the following:
e Cross site scripting vulnerability found in the web interface
Acknowledgment

Xerox wishes to thank Toni Tanner and his team from YSEC.CH in Switzerland for initially notifying us of this
vulnerability.

Software Release Details
If your software is higher or equal to the versions listed below no action is needed.

Otherwise, please review this bulletin and consider installation of this version.

Model ColorQube 8570/8870

System SW version | PS 5.1.0/43.96.09.21.2018
Link to SW update &
Install Instr

Available here
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https://www.support.xerox.com/support/_all-products/file-download/enus.html?contentId=125118

