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Purpose  

This Bulletin is intended ONLY for the specific security problems identified below. The problems identified have 
been rated a criticality level of IMPORTANT. This SPAR release uses OpenSSL 0.9.8zf. 
 
Includes fixes for the following vulnerabilities: 

 Remote Command Execution vulnerability 
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Software Release Details 

If your software is higher or equal to the versions listed below no action is needed. 

Otherwise, please review this bulletin and consider installation of this version.   

 

Model 
ColorQube 
8700/8900 

ColorCube 
9301/9302/9303 

 System SW version 072.161.009.07200 072.180.009.07200 

Network Controller 
version 

071.169.07200 071.169.07200 

Link to SW update Available here  Available here 

Link to Install Inst 

Install Instr 

included in SW 

update zip file 

Available here 

 

 
Unzip the file to a known location on your workstation/computer. 
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https://www.support.xerox.com/support/colorqube-8700/file-download/enus.html?&contentId=136255&EULA=3
https://www.support.xerox.com/support/colorqube-9300-series/file-download/enca.html?contentId=126208
http://download.support.xerox.com/pub/drivers/CQ930X/firmware/macosx/en_GB/CQ93xx_Installation_Instructions_v4.pdf

