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Purpose  

This Bulletin is intended ONLY for the specific security problems identified below. The problems identified have 
been rated a criticality level of IMPORTANT.  
 
Includes fixes for the following vulnerability: 

 Buffer Overflow in Google Cloud Print Implementation (CVE-2019-13171)  

 Multiple Buffer Overflows in IPP Service (CVE-2019-13165, CVE-2019-13168)  

 Multiple Buffer Overflows in Web Server (CVE-2019-13169, CVE-2019-13172)  

 Multiple Cross-Site Scripting Vulnerabilities (CVE-2019-13167)  

 Lack of Cross-Site Request Forgery Countermeasures (CVE-2019-13170)  

 No Account Lockout Implemented (CVE-2019-13166) 
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Software Release Details 

If your software is higher or equal to the versions listed below no action is needed. 

Otherwise, please review this bulletin and consider installation of this version.   

 

Model Phaser 3320 

 System SW version 53.006.18.000 

Link to SW update  Available here  

Link to Install Inst Available here 

 

 
Unzip the file to a known location on your workstation/computer. 
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https://www.support.xerox.com/support/phaser-3320/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=145573&from=downloads&viewArchived=false
http://download.support.xerox.com/pub/docs/3320/userdocs/any-os/en_GB/Firmware_Installation_Instructions_for_Phaser3320.pdf

