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Purpose  

This Bulletin is intended ONLY for the specific security problems identified below. The problems identified have 
been rated a criticality level of IMPORTANT. This SPAR release uses OpenSSL version 1.0.2n-fips. 

 
Includes fixes for the following: 

• Unauthenticated RCE and arbitrary file download vulnerabilities found 

• Device Web UI affected by script injection vulnerability 

 
Software Release Details 

If your software is higher or equal to the versions listed below no action is needed. 

Otherwise, please review this bulletin and consider installation of this version.   

 

Model 
AltaLink 
B80xx1 

AltaLink 
C8030/C8035 

AltaLink 
C8045/C8055 

AltaLink  
C8070 

 System SW 
version 

101.008.109.33800 101.001.109.33800 101.002.109.33800 101.003.109.33800 

Link to SW BDC* 
update and Install 

Instr 

Available here Available here Available here Available here 

Link to SW AltBoot 
update and Install 

Instr 

Available here Available here Available here Available here 

Unzip the file to a known location on your workstation/computer. 
 
*Binary Disk Compression 
 
 

                                                           
1 AltaLink B8045/B8055/B8065/B8075/B8090 

Mini Bulletin XRX17A 

WorkCentre® 3025/3215/3225 

Phaser® 3020/3052/3260  

SPAR Release 3.50.01.16 or .17 
Bulletin Date: Jan 31, 2017 

Mini Bulletin XRX19AQ 
Xerox® AltaLink® B8045/B8055/B8065/B8075/B8090 
Xerox® AltaLink® C8030/C8035/C8045/C8055/C8070 
General Release 101.00X.109.33800 
Bulletin Date: December 13, 2019 

                       

https://www.support.xerox.com/support/altalink-b8000-series/file-download/engb.html?&contentId=146476
https://www.support.xerox.com/support/altalink-c8000-series/file-download/engb.html?&contentId=146478
https://www.support.xerox.com/support/altalink-c8000-series/file-download/engb.html?&contentId=146480
https://www.support.xerox.com/support/altalink-c8000-series/file-download/engb.html?&contentId=146482
https://www.support.xerox.com/support/altalink-b8000-series/file-download/enus.html?&contentId=146475
http://www.support.xerox.com/support/altalink-c8000-series/file-download/enus.html?&contentId=146477
https://www.support.xerox.com/support/altalink-c8000-series/file-download/enus.html?&contentId=146479
https://www.support.xerox.com/support/altalink-c8000-series/file-download/enus.html?&contentId=145902

