Mini Bulletin XRX20C
Xerox® Phaser® 3020, 3052/3060

Xerox® WorkCentre® 3025BI, 3025NI, 3215/3225
SPAR Releases 3.50.XX.YY

Bulletin Date: January 27, 2020

Purpose

This Bulletin is intended ONLY for the specific security problems identified below. The problems identified have
been rated a criticality level of IMPORTANT.

Includes fix for the following vulnerabilities:

e Wind River VxWorks TCP/IP Stack (IPNet) Vulnerabilities: CVE-2019-12257, CVE-2019-12255, CVE-
2019-12261, CVE-2019-12263, CVE-2019-12258, CVE-2019-12259, CVE-2019-12262, CVE-2019-12264,
CVE-2019-12265

Model Phaser Phaser
3020 3052/3060
System SW version 3.50.02.02 3.50.02.03

Link to SW update

Available here

Available here

Link to Install Instr

Available here

Available here

Model WorkCentre WorkCentre WorkCentre
3025BI 3025NI 3215/3225
System SW version 3.50.03.05 3.50.03.04 3.50.03.04

Link to SW update

Available here

Available here

Available here

Link to Install Instr

Available here

Available here

Available here
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