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59XX*/59XXi*/6655**/6655i**/72XX*/72XXi* 
78XX**/78XXi**/7970**/7970i**/EC7836**/EC7856** 
*Multifunction Printer 
**Color Multifunction Printer 
SPAR Release 075.xxx.030.30710 (R20-10) 
Bulletin Date: November 10, 2020 
       Revised: November 17, 2020 

Purpose  

This Bulletin is intended ONLY for the specific security issues identified below which have been rated with a 
criticality level of IMPORTANT.  
 
This is a general release that includes fixes for the following: 

• Resolves buffer overflow following PJL commands 

• Pages vulnerable to XSS attack 

• Removed ability of unauthorized users to delete arbitrary files from disk 

• Removed the ability to download files to which the service running on the device has read access 

 
Software Release Details 

Please review this bulletin and consider installation of these versions. 
 
Note: If your software is higher or equal to the versions listed below no action is needed. 
 

Model 
WorkCentre  
3655/3655i 

WorkCentre 
58XX1/58XXi2 

WorkCentre 
59XX/59XXi3 

WorkCentre 
6655/6655i 

 System SW version 075.060.030.30710 075.190.030.30710 075.091.030.30710 075.110.030.30710 

Network Controller 
version 

075.060.30710   075.190.30710 075.090.30710 075.110.30710 

Link to SW update 
and Install Instr. 

Available here Available here Available here Available here 

 
  

 
1 WorkCentre 5845/5855/5865/5875/5890 
2 WorkCentre 5865i/5875i/5890i   
3 WorkCentre 5945/5945i/5955/5955i                                                                                                  
                                                                                                                                                                                                                                              

https://www.support.xerox.com/support/workcentre-3655/file-download/enus.html?contentId=149765
https://www.support.xerox.com/support/workcentre-5845-5855/file-download/enus.html?contentId=149766
https://www.support.xerox.com/support/workcentre-5945-5955/file-download/enus.html?&contentId=149767
https://www.support.xerox.com/support/workcentre-6655/file-download/enus.html?contentId=149768
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Model 
WorkCentre  
72XX/72XXi4 

WorkCentre  
78XX/78XXi5 

WorkCentre 
78XX/78XXi6 

WorkCentre 
78XX/78XX (IBG)7 

 System SW version 075.030.030.30710 075.010.030.30710 075.040.030.30710 075.080.030.30710 

Network Controller 
version 

075.030.30710 075.010.30710 075.040.30710 075.080.30710 

Link to SW update 
and Install Inst. 

Available here Available here Available here Available here 

 

Model WorkCentre 
7970/7970i 

WorkCentre  
EC7836 

WorkCentre  
EC7856 

 System SW version 075.200.030.30710 075.050.030.30710 075.020.030.30710 

Network Controller 
version 

075.200.30710 075.050.30710 075.020.30710 

Link to SW update 
and Install Instr. 

Available here Available here Available here 

 
Unzip the file to a known location on your workstation/computer. 
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Xerox would like to thank the Airbus security team for informing us of the need to address the security issues. 
 

 
4 WorkCentre 7220/7220i/7225/7225i 
5 WorkCentre 7830/7830i/7835/7835i 
6 WorkCentre 7845/7845i/7855/7855i 
7 WorkCentre 7845//7855 (IBG) 

https://www.support.xerox.com/support/workcentre-7220-7225/file-download/enus.html?&contentId=149769
https://www.support.xerox.com/support/workcentre-7800-series/file-download/enus.html?contentId=149770
https://www.support.xerox.com/support/workcentre-7800-series/file-download/enus.html?contentId=149771
https://www.support.xerox.com/support/workcentre-7800-series/file-download/enus.html?contentId=149772
https://www.support.xerox.com/support/workcentre-7970/file-download/enus.html?contentId=149773
https://www.support.xerox.com/support/_all-products/file-download/enus.html?contentId=149774
https://www.support.xerox.com/support/_all-products/file-download/enus.html?contentId=149775

