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Purpose

This Bulletin is intended ONLY for the specific security issues identified below which have been rated with a
criticality level of IMPORTANT.

This is a general release that includes fixes for the following:

e Clone file handling improvements

o Removes the ability for a user with administrative privileges to turn off data encryption on the device
and therefore no longer leaving it open to potential cryptographic information disclosure (CVE-2019-
18628)

o Encrypts portions of the drive containing executable code therefore no longer leaving it open to
potential cryptographic information disclosure (CVE-2019-18630)
Embedded system accounts such as diag and CSE are now displayed in the User Database

e The ability to disable McAfee Embedded Control has been removed

Software Release Details
Please review this bulletin and consider installation of these versions.

Note: If your software is higher or equal to the versions listed below no action is needed.

AltaLink AltaLink AltaLink AltaLink

B80xx C8030/C8035 C8045/C8055 C8070
System SW version = 103.008.010.14010  103.001.010.14010 | 103.002.010.14010 | 103.003.010.14010

Link to SW BDC*
update and Install Instr

Link to SW AltBoot
update and Install Instr
Unzip the file to a known location on your workstation/computer.

Available here Available here Available here Available here

Available here Available here Available here Available here

*Binary Disk Compression
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