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Purpose  

This Bulletin is intended ONLY for the specific security issues identified below which have been rated with a 
criticality level of IMPORTANT.  
 
Includes fixes for the following: 

• Authenticated OS commmand injection (RCE) 

• Unauthorized Filesystem Access 

• Audit log improvements 

•  Removed the ability to disable McAfee Embedded Control 

•  Bug fix to IPSec 

 
Software Release Details 

Please review this bulletin and consider installation of these versions. 
 
Note: If your software is higher or equal to the versions listed below no action is needed. 
 

Model AltaLink 

B8045/B8090 

AltaLink 
C8030/C8035 

AltaLink 
C8045/C8055 

AltaLink  

C8070 

System SW 
version 

103.008.001.05400 103.001.001.05400 103.002.001.05400 103.003.001.05400 

Link to SW BDC* 
update and Install 

Instr 
Available here Available here Available here Available here 

Link to SW 
AltBoot update 
and Install Instr  

Available here Available here Available here Available here 

 
Unzip the file to a known location on your workstation/computer. 
 
*Binary Disk Compression 

Acknowledgement 

Xerox would like to thank the Airbus security team for informing us of the need to address the security issue. 

Xerox would like to thank Nicolas Heiniger with the Compass Security team for informing us of the need to 
address the first security issue. 

 

http://www.support.xerox.com/support/altalink-b8000-series/file-download/enus.html?&contentId=149969
http://www.support.xerox.com/support/altalink-c8000-series/file-download/enus.html?&contentId=149977
http://www.support.xerox.com/support/altalink-c8000-series/file-download/enus.html?&contentId=149985
http://www.support.xerox.com/support/altalink-c8000-series/file-download/enus.html?&contentId=149987
http://www.support.xerox.com/support/altalink-b8000-series/file-download/enus.html?&contentId=149972
http://www.support.xerox.com/support/altalink-c8000-series/file-download/enus.html?&contentId=149984
http://www.support.xerox.com/support/altalink-c8000-series/file-download/enus.html?&contentId=149986
http://www.support.xerox.com/support/altalink-c8000-series/file-download/enus.html?&contentId=149988

