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Purpose  

This Bulletin is intended ONLY for the specific security issues identified below which have been rated with a 
criticality level of IMPORTANT.  
 
Includes fixes for the following: 

• Unauthorized Filesystem Access 

• CVE-2017-9403- In LibTIFF 4.0.7, a memory leak vulnerability was found in the function 
TIFFReadDirEntryLong8Array in tif_dirread.c, which allows attackers to cause a denial of service via a 
crafted file 

 
Software Release Details 

Please review this bulletin and consider installation of these versions. 
 
Note: If your software is higher or equal to the versions listed below no action is needed. 
 

Model ColorQube 8700/8900 ColorQube 9301/9302/9303 

System SW version 074.161.001.06000 074.180.001.06000 

Link to SW update Available here Available here 

 
 
Install instructions are included in the zip file containing firmware.  Unzip the file to a known location on your 
workstation/computer. 
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