Mini Bulletin XRX21-H

Xerox® AltaLink® B8145/B8155/B8170

Xerox® AltaLink® C8130/C8135/C8145/C8155/C8145/C8155/
C8170

General Release 113.xxx.001.06011

Bulletin Date: April 19, 2021

Purpose

This Bulletin is intended ONLY for the specific security issues identified below which have been rated with a
criticality level of IMPORTANT.

Includes fixes for the following:
e Authenticated OS commmand injection (RCE)
Command injection
Bug Fix to TLS settings
Bug Fix to IPsec
Pages vulnerable to XSS attack
Added fix to overwrite all keys on SSD
Removed ability for user to delete default actions in CWIS
Audit log improvements
CVE-2019-20795 and CVE-2020-25641

Software Release Details

Please review this bulletin and consider installation of these versions.

Note: If your software is higher or equal to the versions listed below no action is needed.

AltaLink AltaLink
B8145/B8155 B8170
System SW version 113.013.001.06011 113.014.001.06011
Link to SW BDC* update Available here Available here
and Install Instr _— —_—
Link to SW AltBoot update Available here Available here

and Install Instr
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http://www.support.xerox.com/support/altalink-b8100-series/file-download/enus.html?en&contentId=150975
http://www.support.xerox.com/support/altalink-b8100-series/file-download/enus.html?en&contentId=150976
http://www.support.xerox.com/support/altalink-b8100-series/file-download/enus.html?en&contentId=151058
http://www.support.xerox.com/support/altalink-b8100-series/file-download/enus.html?en&contentId=151059

System SW
version

AltaLink

C8130/C8135

113.009.001.06011

AltaLink
C8145/C8155

113.010.001.06011

AltaLink
C8170

113.011.001.06011

Link to SW BDC*
update and Install
Instr

Available here

Available here

Available here

Link to SW
AltBoot update
and Install Instr

Available here

Available here

Available here

Unzip the file to a known location on your workstation/computer.

*Binary Disk Compression
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http://www.support.xerox.com/support/altalink-c8100-series/file-download/enus.html?&contentId=150972
http://www.support.xerox.com/support/altalink-c8100-series/file-download/enus.html?&contentId=150973
http://www.support.xerox.com/support/altalink-c8100-series/file-download/enus.html?&contentId=150974
http://www.support.xerox.com/support/altalink-c8100-series/file-download/enus.html?&contentId=151057
http://www.support.xerox.com/support/altalink-c8100-series/file-download/enus.html?&contentId=151056
http://www.support.xerox.com/support/altalink-c8100-series/file-download/enus.html?&contentId=151055

