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1.0 Background 

CVE-2022-23968 was published on 1/26/22 and describes a critical vulnerability in specific Xerox products 

running certain versions of firmware. Version xx.61.23 released in June of 2020 and subsequent versions are 

not impacted by this vulnerability.  

 
Details of CVE-2022-23968 can be found online: 

• NIST National Vulnerability Database 
https://nvd.nist.gov/vuln/detail/CVE-2022-23968 

 
Xerox would like to acknowledge Mahmoud Al-Qudsi of NeoSmart Technologies in reporting the issue. 
 

2.0 Purpose 
This document is to identify Xerox products that may be impacted by CVE-2022-23968. 
Xerox recommends upgrading to the latest version of firmware to reduce the risk of print outages caused by 
this vulnerability at www.support.xerox.com.  
 

3.0 Products  

Product Firmware Location 

Xerox® Phaser® 6510 Printer Xerox.com 

Xerox® WorkCentre® 6515 Multifunction Printer Xerox.com 

Xerox® VersaLink® B400 Printer Xerox.com 

Xerox® VersaLink® B405 Multifunction Printer Xerox.com 

Xerox® VersaLink® B600 Printer Xerox.com 

Xerox® VersaLink® B605 Multifunction Printer Xerox.com 

Xerox® VersaLink® B610 Printer Xerox.com 

Xerox® VersaLink® B615 Multifunction Printer Xerox.com 

Xerox® VersaLink® B70xx Multifunction Printer Xerox.com 

Xerox® VersaLink® C400 Printer Xerox.com 

Xerox® VersaLink® C405 Color Multifunction Printer Xerox.com 

Xerox® VersaLink® C500 Printer Xerox.com 

Xerox® VersaLink® C505 Multifunction Printer Xerox.com 

Xerox® VersaLink® C600 Printer Xerox.com 

Xerox® VersaLink® C605 Multifunction Printer Xerox.com 

Xerox® VersaLink® C7000 Color Multifunction Printer Xerox.com 

  

https://nvd.nist.gov/vuln/detail/CVE-2022-23968
http://www.support.xerox.com/
https://www.support.xerox.com/en-us/product/phaser-6510/downloads?platform=win10x64&category=firmware&language=en&attributeId=
https://www.support.xerox.com/en-us/product/workcentre-6515/downloads?platform=all&category=firmware&language=en&attributeId=
https://www.support.xerox.com/en-us/product/versalink-b400/downloads?platform=win10x64&category=firmware&language=en&attributeId=
https://www.support.xerox.com/en-us/product/versalink-b405/downloads?platform=win10x64&category=firmware&language=en&attributeId=
https://www.support.xerox.com/en-us/product/versalink-b600-b610/downloads?platform=win10x64&category=firmware&language=en&attributeId=
https://www.support.xerox.com/en-us/product/versalink-b605-b615/downloads?platform=win10x64&category=firmware&language=en&attributeId=
https://www.support.xerox.com/en-us/product/versalink-b600-b610/downloads?platform=win10x64&category=firmware&language=en&attributeId=
https://www.support.xerox.com/en-us/product/versalink-b605-b615/downloads?platform=win10x64&category=firmware&language=en&attributeId=
https://www.support.xerox.com/en-us/product/versalink-b7025-b7030-b7035/downloads?platform=win10x64&category=firmware&language=en&attributeId=
https://www.support.xerox.com/en-us/product/versalink-c400/downloads?platform=win10x64&category=firmware&language=en&attributeId=
https://www.support.xerox.com/en-us/product/versalink-c405/downloads?platform=win10x64&category=firmware&language=en&attributeId=
https://www.support.xerox.com/en-us/product/versalink-c500/downloads?platform=win10x64&category=firmware&language=en&attributeId=
https://www.support.xerox.com/en-us/product/versalink-c505/downloads?platform=win10x64&category=firmware&language=en&attributeId=
https://www.support.xerox.com/en-us/product/versalink-c600/downloads?platform=win10x64&category=firmware&language=en&attributeId=
https://www.support.xerox.com/en-us/product/versalink-c605/downloads?platform=win10x64&category=firmware&language=en&attributeId=
https://www.support.xerox.com/en-us/product/versalink-c7000/downloads?platform=win10x64&category=firmware&language=en&attributeId=
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Xerox® VersaLink® C70xx Color Multifunction Printer  

Xerox® VersaLink® C70xx Color Multifunction Printer Xerox.com 

Xerox® VersaLink® C8000 Printer Xerox.com 

Xerox® VersaLink® C9000 Printer Xerox.com 

 

 

https://www.support.xerox.com/en-us/product/versalink-c7020-c7025-c7030/downloads?platform=win10x64&category=firmware&language=en&attributeId=
https://www.support.xerox.com/en-us/product/versalink-c8000/downloads?platform=win10x64&category=firmware&language=en&attributeId=
https://www.support.xerox.com/en-us/product/versalink-c9000/downloads?platform=win10x64&category=firmware&language=en&attributeId=

