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1.0 Background 

CVE-2021-44228 was published on 12/10/21 and describes a critical vulnerability in Apache Log4j2 with 
versions <=2.14.1. 
 
CVE-2021-45046 was published on 12/14/21 and describes a critical vulnerability in Apache Log4j2 with 
versions <=2.15.0 
 
CVE-2021-45105 was published on 12/18/21 and describes a critical vulnerability in Apache Log4j2 
with versions <=2.16.0 

 
Details of above CVE’s can be found here: 

• NIST National Vulnerability Database 
https://nvd.nist.gov/vuln/detail/CVE-2021-44228 
https://nvd.nist.gov/vuln/detail/CVE-2021-45046 
https://nvd.nist.gov/vuln/detail/CVE-2021-45105 
 

• Apache Logging Services 
https://logging.apache.org/log4j/2.x/security.html 

 
2.0 Purpose 
This document is to identify Xerox products that may be impacted by CVE-2021-44228, CVE-2021-45046 and 
CVE-2021-45105. Any product or product family that is not listed in this document is still under review for 
impact. For questions about specific products or services not listed, please contact Xerox Product Security 
Information Request: ProductSecurityInfoRequest@xerox.comThis document will be revised as new 
information is available. 

3.0 Office Products  

Product CVE-2021-44228, CVE-2021-45046 and CVE-2021-45105 
Impact 

Xerox Instant Print Kiosk No Impact 

Xerox Workplace Kiosk No Impact 

AltaLink Products No Impact 

PrimeLink Products No Impact 

VersaLink Products No Impact 

ColorQube 8700 No Impact 

ColorQube 8870 No Impact 

ColorQube 8880 No Impact 

ColorQube 9201 No Impact 

ColorQube 9301 No Impact 

DocuCentre SC2020 No Impact 

https://nvd.nist.gov/vuln/detail/CVE-2021-44228
https://nvd.nist.gov/vuln/detail/CVE-2021-45046
https://logging.apache.org/log4j/2.x/security.html
mailto:ProductSecurityInfoRequest@xerox.com?subject=Bulletin%20XRX21-021%20Information%20Request
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Phaser 3300 No Impact 

Phaser 3300 No Impact 

Phaser 3320 No Impact 

Phaser 3320 No Impact 

Phaser 3330 No Impact 

Phaser 3435 No Impact 

Phaser 3600 No Impact 

Phaser 3600 No Impact 

Phaser 3610 No Impact 

Phaser 3610 No Impact 

Phaser 3635 No Impact 

Phaser 3635 No Impact 

Phaser 4510 No Impact 

Phaser 4622 No Impact 

Phaser 4622 No Impact 

Phaser 6000 No Impact 

Phaser 6020 No Impact 

Phaser 6022 No Impact 

Phaser 6022 No Impact 

Phaser 6280 No Impact 

Phaser 6280 No Impact 

Phaser 6510 No Impact 

Phaser 6600 No Impact 

Phaser 6600 No Impact 

Phaser 6700 No Impact 

Phaser 7800 No Impact 

Phaser 8860 No Impact 

Phaser 8860 No Impact 

WorkCentre 33XX No Impact 

WorkCentre 3615 No Impact 

WorkCentre 4260 No Impact 

WorkCentre 4265 No Impact 

WorkCentre 5135 No Impact 

WorkCentre 5150 No Impact 

WorkCentre 5225 No Impact 

WorkCentre 5230 No Impact 

WorkCentre 53XX No Impact 

WorkCentre 5645 No Impact 

WorkCentre 5655 No Impact 

WorkCentre 5740 No Impact 
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WorkCentre 5745 No Impact 

WorkCentre 5755 No Impact 

WorkCentre 5765 No Impact 

WorkCentre 58XX No Impact 

WorkCentre 5945 No Impact 

WorkCentre 5955 No Impact 

WorkCentre 6025 No Impact 

WorkCentre 6400 No Impact 

WorkCentre 6515 No Impact 

WorkCentre 6605 No Impact 

WorkCentre 6655 No Impact 

WorkCentre 7425 No Impact 

WorkCentre 7435 No Impact 

WorkCentre 7525 No Impact 

WorkCentre 7535 No Impact 

WorkCentre 7556 No Impact 

WorkCentre 7830 No Impact 

WorkCentre 7830 No Impact 

WorkCentre 7835 No Impact 

WorkCentre 7855 No Impact 

WorkCentre 7855 No Impact 

WorkCentre 7970i No Impact 

Xerox B1022/25 No Impact 

Xerox B225, B235 No Impact 

Xerox B230 No Impact 

Xerox B310 No Impact 

Xerox C230 No Impact 

Xerox C235 No Impact 

Xerox C310 No Impact 

Xerox Color EC70 Printer No Impact 

Xerox ECXX and WorkCentre ECXX No Impact 

 

4.0 Production Products  

Product CVE-2021-44228, CVE-2021-45046 and CVE-2021-45105 
Impact 

Xerox iGen 5 No Impact 

Xerox Iridesse Production Press No Impact 

Xerox Versant 3100/4100 No Impact 

Xerox Versant 180/280 No Impact 
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PrimeLink Products No Impact 

Xerox Color EC70 Printer No Impact 

Xerox ED95A/ED125 No Impact 

PrimeLink Products No Impact 

Xerox D95A/D110/D125 No Impact 

Xerox J75 No Impact 

Nuvera EA Production Systems No Impact 

Nuvera EA Perfecting Production 
Systems 

No Impact 

Xerox Baltoro HF Inkjet Press No Impact 

 
5.0 Software and Solutions 

Software and Solutions CVE-2021-44228, CVE-2021-45046 and CVE-2021-45105 
Impact 

CareAR No Impact 

ElemX No Impact 

XMPie Web to Print No Impact 

XMPie Omnichannel Communications No Impact 

XMPie Data-Driven Print and VDP No Impact 

FreeFlow Core No Impact 

FreeFlow Makeready No Impact 

FreeFlow Express to Print No Impact 

FreeFlow Print Manager - APP No Impact 

FreeFlow Output Manager No Impact 

FreeFlow Variable Information Suite No Impact 

Xerox Workspace Cloud No Impact 

Xerox Workplace Suite No Impact 

Xerox Workflow Central Platform No Impact 

Xerox Print and Scan Experience No Impact 

Xerox App Gallery No Impact 

Xerox Branded ConnectKey 
Applications 

No Impact 

Xerox Team Availability Application No Impact 

Xerox Digital Mailroom Services No Impact 

Xerox Account Payable Services No Impact 

Xerox Campaigns on Demand No Impact 

Xerox Intelligent Workplace Services 
(All Including XDM, XDA, CWW) 

No Impact 

 


