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1.0 Background

CVE-2022-3602 and CVE-2022-3786 were published on 11/01/22 describes high severity vulnerabilities in

OpenSSL versions through 3.0 through 3.0.6

Details of above CVE'’s can be found here:

o NIST National Vulnerability Database
https://nvd.nist.gov/vuln/detail/ CVE-2022-3602
https://nvd.nist.gov/vuln/detail/ CVE-2022-3786

e Open SSL

https://www.openssl.org/news/vulnerabilities.html

2.0 Purpose

This document is to identify Xerox products that may be impacted by CVE-2022-3602 and CVE-2022-3786.
For questions about specific products or services not listed, please contact Xerox Product Security Information
Request: ProductSecuritylnfoRequest@xerox.comThis document will be revised as new information is

available.

3.0 Software and Solutions

Product 1 CVE-2022-3602 and CVE-2022-3786 Impact

Xerox Workplace Suite Print Management

Xerox Device Manager

Xerox Device Agent

Auto Update Server

Xerox Web Packager

Xerox Device Agent Lite

Xerox Device Agent Partner Edition

CentreWare Web
Xerox Mobile Print Portal

Xerox Workplace Cloud Print Management

IWS Advanced Analytics
Service Performance Dashboard
FedRAMPAnNalytics

Xerox Print Awareness Tool

Xerox Services Manager
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Xerox Services Portal No Impact

Fleet Management Portal / PagePack Center No Impact
Print Services Sales Tool No Impact
Xerox Models Database No Impact
Xerox Integration Servers No Impact
Xerox Report Manager No Impact
Xerox Profit & Loss Tool No Impact
Xerox Services Manager Data Warehouse No Impact
Xerox License Manager No Impact
Xerox Services Manager Contract Adapter No Impact
Xerox Services Manager for FedRamp No Impact
Xerox Services Portal for FedRamp No Impact
Xerox Report Manager for FedRamp No Impact
MPS API V2 No Impact
Fleet Management Portal for FedRamp No Impact
Xerox Integration Server for FedRamp No Impact
Xerox Services Manager Data Warehouse for FedRamp No Impact
Xerox Job Ticket No Impact
Fiery LLC Fiery DFE's all products No Impact
Fiery LLC FFPS DFE all products No Impact
Impika DFE No Impact
ConnectKey Apps No Impact
Xerox Workflow Central Platform No Impact
Xerox Print and Scan Experience No Impact
Xerox App Gallery No Impact
DocuShare No Impact
DocuShare Flex No Impact
DocuShare Go No Impact
DocuShare using Solr search only No Impact
CareAR No Impact
FreeFlow Makeready No Impact
FreeFlow Core No Impact
FreeFlow Express to Print No Impact
FreeFlow Print Manager - APP No Impact
FreeFlow Output Manager No Impact
FreeFlow Variable Information Suite No Impact

Note: Any product or product family that is not listed in this document is still under review for impact.



