Security Bulletin XRX23-015 CVE-
2023-46327

Xerox® PrimeLink C9070/C9065, B9136/B9125/B9110/B9100
Xerox® VersalLink C405, C505, C605, C7020/C7025/C7030,
C7120/C7125/C7130, B405, B605, B615, B7025/B7030/B7035,
B7125/B7130/B7135

Xerox® WorkCentre 6515 SPAR Release xxxxx.081.234

Bulletin Date: October 31, 2023

Purpose

This Bulletin is intended ONLY for the specific security issues identified below which have been rated with a criticality
level of IMPORTANT.

This is a SPAR release that includes address book security enhancements to mitigate CVE-2023-46327.

Thank you to independent researchers Kunal Thakrar and Ceri Coburn from Pen Test Partners for identifying the
vulnerabilities.

Software Release Details
Please review this bulletin and consider the installation of these versions.

PrimeLink Model | C9070 C9065

System SW version 85.40.31 85.40.31

Link to SW update

and Install Inst. €070 €9065

Availability Date 10/31/23 10/31/23

Xerox

© 2023 Xerox Corporation. All rights reserved. Xerox® and WorkCentre® are trademarks of Xerox Corporation in the
United States and/or other countries.


https://www.support.xerox.com/support/PLC9065_PLC9070/file-download/enus.html?&&associatedProduct=PLC9065_PLC9070&contentId=161605
https://www.support.xerox.com/support/PLC9065_PLC9070/file-download/enus.html?&&associatedProduct=PLC9065_PLC9070&contentId=161605

PrimeLink Model

B9136

B9125

B9110

System SW version 90.40.91 90.40.91 90.40.91 90.40.91
To obtain the SW To obtain the SW To obtain the SW To obtain the SW
update and update and update and update and
Link to SW update Installation Installation Installation Installation
and Install Inst. Instructions, please Instructions, please Instructions, please Instructions, please
contact your normal | contact your normal | contact your normal | contact your normal
support channels support channels support channels support channels
Availability Date 10/31/23 10/31/23 10/31/23 10/31/23

VersaLink Model

System SW version 68.81.41 62.81.41 62.81.41

Link to SW update C405 C505 C605
and Install Inst. E— — —
Availability Date 10/31/23 10/31/23 10/31/23

VersaLink Model

System SW version 57.74.51 57.74.51 57.74.51

Link to SW update C7020 7025 7030
and Install Inst. — E— —
Availability Date 10/31/23 10/31/23 10/31/23

VersaLink Model ‘

System SW version 69.23.41 69.23.41 69.23.41

Link to SW update C7120 C7125 C7130
and Install Inst. — — I
Availability Date 10/31/23 10/31/23 10/31/23

Xerox

© 2023 Xerox Corporation. All rights reserved. Xerox® and WorkCentre® are trademarks of Xerox Corporation in the
United States and/or other countries.



http://www.support.xerox.com/support/versalink-c405/file-download/enus.html?operatingSystem=win7x64&fileLanguage=en&contentId=161422
http://www.support.xerox.com/support/versalink-c605/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=161426
http://www.support.xerox.com/support/versalink-c605/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=161426
http://www.support.xerox.com/support/versalink-c7020-c7025-c7030/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=161411
http://www.support.xerox.com/support/versalink-c7020-c7025-c7030/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=161411
http://www.support.xerox.com/support/versalink-c7020-c7025-c7030/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=161411
https://www.support.xerox.com/en-us/product/versalink-c7100-series/content/161418
https://www.support.xerox.com/en-us/product/versalink-c7100-series/content/161418
https://www.support.xerox.com/en-us/product/versalink-c7100-series/content/161418

VersaLink Model

System SW version 38.81.41 33.81.41 33.81.41
Link to SW update B40S B60S B615
and Install Inst. I I I
Availability Date 10/31/23 10/31/23 10/31/23
VersaLink Model B7025 B7030 B7035
System SW version 58.74.51 58.74.51 58.74.51
Link to SW upaate B7025 B7030 B7035
and Install Inst.
Availability Date 10/31/23 10/31/23 10/31/23

VersaLink Model B7125 B7130

System SW version 59.23.41 59.23.41 59.23.41

Link to SW update B7125 B7130 B7135
and Install Inst. - — —
Availability Date 10/31/23 10/31/23 10/31/23

WorkCentre Model

System SW version 65.74.51

Link to SW update
and Install Instr.

6515

Availability Date 10/31/23

Xerox

© 2023 Xerox Corporation. All rights reserved. Xerox® and WorkCentre® are trademarks of Xerox Corporation in the
United States and/or other countries.


http://www.support.xerox.com/support/versalink-b405/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=161420
http://www.support.xerox.com/support/versalink-b605-b615/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=161424
http://www.support.xerox.com/support/versalink-b605-b615/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=161424
https://www.support.xerox.com/en-us/product/versalink-b7025-b7030-b7035/content/161412?language=en&platform=win10x64
https://www.support.xerox.com/en-us/product/versalink-b7025-b7030-b7035/content/161412?language=en&platform=win10x64
https://www.support.xerox.com/en-us/product/versalink-b7025-b7030-b7035/content/161412?language=en&platform=win10x64
https://www.support.xerox.com/en-us/product/versalink-b7100-series/content/161417
https://www.support.xerox.com/en-us/product/versalink-b7100-series/content/161417
https://www.support.xerox.com/en-us/product/versalink-b7100-series/content/161417
http://www.support.xerox.com/support/workcentre-6515/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=161416

