Security Bulletin XRX23-020

Xerox® Altalink B8145/B8155, C8170, C8145/C8155, C8130/C8135
Xerox® Versalink B415, B620, B625, C625, C415

Xerox® WorkCentre 3655, 5845/5890, 5945/5955, 6655, 7845/7855,
7830/7835, 7845/7855, 7970

Xerox® WorkCentre EC7836, EC7856

Bulletin Date: November 16, 2023

Purpose

This Bulletin is intended ONLY for the specific models identified below for security issues which have been rated with

a criticality level of IMPORTANT or higher.

This is a SPAR release that includes multiple security enhancements for the AltaLink, VersalLink, and Workcentre

products and includes fixes for XSS (Cross Sight Scripting) and Broken Access Control.

Software Release Details

Please consult the table below and select your printer model(s) to download the required software.

Model ~ System SW Version Availability Date
Altalink B8145/B8155 120.013.023.30800 11/17/2023
Altalink C8170 120.011.023.30800 11/17/2023
Altalink C8130/C8135 120.010.023.30800 11/17/2023
AltaLlink C8145/C8155 120.010.023.30800 11/17/2023
Versalink B415 120.029.023.30800 11/17/2023
Versalink C415 120.028.023.30800 11/17/2023
Versalink B620 120.027.023.30800 11/17/2023
VersalLink B625 120.025.023.30800 11/17/2023
Versalink C625 120.024.023.30800 11/17/2023
WorkCentre 3655 075.060.013.29000 11/17/2023
WorkCentre 5845/5890 075.060.013.29000 11/17/2023
WorkCentre 5945/5955 075.091.013.29000 11/17/2023
WorkCentre 6655 075.110.013.29000 11/17/2023
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http://www.support.xerox.com/support/altalink-b8100-series/file-download/enus.html?en&contentId=162565
http://www.support.xerox.com/support/altalink-c8100-series/file-download/enus.html?&contentId=162562
https://www.support.xerox.com/en-us/product/altalink-c8100-series/content/162563
https://www.support.xerox.com/en-us/product/altalink-c8100-series/content/162563
http://www.support.xerox.com/support/versalink-b415-series/file-download/enus.html?&contentId=162567
http://www.support.xerox.com/support/versalink-c415-series/file-download/enus.html?&contentId=162568
http://www.support.xerox.com/support/versalink-b625-series/file-download/enus.html?&contentId=162569
http://www.support.xerox.com/support/versalink-b625-series/file-download/enus.html?&contentId=162570
http://www.support.xerox.com/support/versalink-c625-series/file-download/enus.html?&contentId=162572
https://www.support.xerox.com/en-us/product/workcentre-3655/content/162396
https://www.support.xerox.com/en-us/product/workcentre-5845-5855/content/162397
https://www.support.xerox.com/en-us/product/workcentre-5945-5955/content/162398
https://www.support.xerox.com/en-us/product/workcentre-6655/content/162399

Model System SW Version Availability Date

WorkCentre 7845/7855 075.040.013.29000 11/17/2023
WorkCentre 7830/7835 075.010.013.29000 11/17/2023
WorkCentre 7845/7855 075.040.013.29000 11/17/2023
WorkCentre 7970 075.200.013.29000 11/17/2023
WorkCentre EC7836 075.050.013.29000 11/17/2023
WorkCentre EC7856 075.020.013.29000 11/17/2023
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https://www.support.xerox.com/en-us/product/workcentre-7800-series/content/162402
https://www.support.xerox.com/en-us/product/workcentre-7800-series/content/162401
https://www.support.xerox.com/en-us/product/workcentre-7800-series/content/162402
https://www.support.xerox.com/en-us/product/workcentre-7970/content/162404
https://www.support.xerox.com/en-us/content/162405
https://www.support.xerox.com/en-us/content/162406

