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Xerox® AltaLink® B8045 / B8055 / B8065 / B8075 / B8090
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Xerox® AltaLink ® C8030 / C8035 / C8045 / C8055 / C8070
Xerox® AltaLink® C8130/ C8135/C8145/ C8155/C8170
Xerox® VersaLink® B415 / C415

Xerox® VersalLink® B620 / C620

Xerox® VersaLink® B625 / C625

Xerox® WorkCentre ® 3655/3655i1, 5945/55i, 6655/6655i,
7220/7225i, 7830/7835i, 7845/7855i, 7970/7970i, EC7836, EC7856
Xerox® AltaLink ® C8130/ C8135/C8145/ C8155/ C8170
Common Criteria (Aug 2024)

Xerox® AltaLink ® B8145 / B8155 / B8170 Common Criteria
Certified (Aug 2023)
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Mitigation for CVE-2024-6333

Bulletin Date: October 24, 2024

Purpose

This Bulletin is intended ONLY for the specific models identified below for security issues rated with a
criticality level of IMPORTANT or higher.

This is a SPAR release that mitigates CVE-2024-6333 Remote Code Execution (RCE) vulnerabilities.

Thank you to Timo Longin and Tamas Jos of SEC Consult Vulnerability Lab for working with Xerox Team to
identify and mitigate the vulnerability.
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Software Release Details

Please review the tables below and consider installation of the version indicated in the Firmware Version

column below.

System Firmware Downloads

AltaLink®B8045 / B8055 / B8065 / B8075 / B8090
AltaLink®C8030 / C8035/ C8045 / C8055/ C8070

Xerox® EC8036 / EC8056

103.xxx.024.18600

AltaLink®B8145/ B8155/B8170
AltaLink®C8130/ C8135/ C8145/ C8155/ C8170

121.xxx.004.22720

Xerox® VersalLink® B415/ C415
Xerox® VersalLink® B620 / C620
Xerox® VersalLink® B625 / C625

121.xxx.004.22720

WorkCentre 3655/3655i

075.xxx.004.07810

WorkCentre 5945/55i

075.xxx.004.07810

WorkCentre 6655/6655i

075.xxx.004.07810

WorkCentre 7220/7225i 075.xxx.004.07810
WorkCentre 7830/7835i 075.xxx.004.07810
WorkCentre 7845/7855i 075.xxx.004.07810
WorkCentre 7970/7970i 075.xxx.004.07810

WorkCentre EC7836

075.xxx.004.07810

WorkCentre EC7856

075.xxx.004.07810

Note: Link to Upgrade Tool
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https://download.support.xerox.com/pub/docs/ALB80XX/userdocs/any-os/ar/AltaLink_Product_Enhancements-ReadMe_103.xxx.024.18600.pdf
https://download.support.xerox.com/pub/docs/ALB81XX/userdocs/any-os/ar/D8.0_AltaLink_81xx_Product_Enhancements_Read_Me_22720.pdf
https://download.support.xerox.com/pub/docs/VLB415/userdocs/any-os/ar/VersaLink_Product-Enhancements-ReadMe_121.xxx.004.22720.pdf
https://download.support.xerox.com/pub/docs/WC3655/userdocs/any-os/ar/ConnectKey_WorkCentre_Product-Enhancements-Read_Me_R24-03.pdf
https://download.support.xerox.com/pub/docs/WC3655/userdocs/any-os/ar/ConnectKey_WorkCentre_Product-Enhancements-Read_Me_R24-03.pdf
https://download.support.xerox.com/pub/docs/WC3655/userdocs/any-os/ar/ConnectKey_WorkCentre_Product-Enhancements-Read_Me_R24-03.pdf
https://download.support.xerox.com/pub/docs/WC3655/userdocs/any-os/ar/ConnectKey_WorkCentre_Product-Enhancements-Read_Me_R24-03.pdf
https://download.support.xerox.com/pub/docs/WC3655/userdocs/any-os/ar/ConnectKey_WorkCentre_Product-Enhancements-Read_Me_R24-03.pdf
https://download.support.xerox.com/pub/docs/WC3655/userdocs/any-os/ar/ConnectKey_WorkCentre_Product-Enhancements-Read_Me_R24-03.pdf
https://download.support.xerox.com/pub/docs/WC3655/userdocs/any-os/ar/ConnectKey_WorkCentre_Product-Enhancements-Read_Me_R24-03.pdf
https://download.support.xerox.com/pub/docs/WC3655/userdocs/any-os/ar/ConnectKey_WorkCentre_Product-Enhancements-Read_Me_R24-03.pdf
https://download.support.xerox.com/pub/docs/WC3655/userdocs/any-os/ar/ConnectKey_WorkCentre_Product-Enhancements-Read_Me_R24-03.pdf
https://www.support.xerox.com/en-us/product/WC3655I/content/164887

If you have the version indicated in the Firmware version column below, please consider applying the patches
indicated in the Patch column.

Common Criteria Certified Systems Firmware version
Xerox® EC8036 / EC8056 - Common Criteria (June 2024) 103.xxx.013.14115 869823v3
AltaLink®C8130 / C8135/ C8145/C8155/ C8170 119.xxx.023.13006 869829v3

AltaLink® B8145/ B8155/ B8170

Common Criteria (Aug 2024)
AltaLink® C8130 / C8135/ C8145/C8155/C8170 111.xxx.003.11600 869827v3
AltaLink® B8145 / B8155/ B8170

Common Criteria Certified (Aug 2023)
VersaLink® B625 / C625 119.xxx.003.11705 869818v3
VersaLink® B415 / C415

Common Criteria Certified (2024)
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http://www.support.xerox.com/support/altalink-series/file-download/enus.html?&contentId=166934
http://www.support.xerox.com/support/altalink-series/file-download/enus.html?&contentId=166937
http://www.support.xerox.com/support/altalink-series/file-download/enus.html?&contentId=166938
http://www.support.xerox.com/support/versalink-series/file-download/enus.html?&contentId=166936

