Xerox Security Bulletin XRX24-020

Xerox® ConnectKey Technology

Bulletin Date: December 19, 2024

Purpose

This Bulletin is intended ONLY for the specific models identified below for security issues rated with a
criticality level of IMPORTANT or higher.

This is a SPAR release that mitigates multiple security vulnerabilities including Cross Site Scripting, Remote
Code Execution (RCE), Privilege Escalation, and Broken Access Control vulnerabilities.

Software Release Details

Please review this bulletin and consider the installation of these versions.

System System Software ‘ Network Controller
WC 3655/3655i 075.060.014.32600 075.062.32600
WC 5945/55i 075.091.014.32600 075.092.32600

WC 6655/6655i

075.110 014.32600

075.112.32600

WC 7220/7225i

075.030.014.32600

075.032.32600

WC 7830/7835i

075.010.014.32600

075.012.32600

WC 7845/7855i

075.040.014.32600

075.042.32600

WC 7845/7855 IGB 075.080.014.32600 075.082.32600
WC 7970/7970i 075.200.014.32600 075.20232600
WC EC7836 075.050.014.32600 075.05232600
WC EC7856 075.020.014.32600 075.032.32600
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https://www.support.xerox.com/support/workcentre-3655/file-download/enus.html?contentId=169227
https://www.support.xerox.com/en-us/product/workcentre-5945-5955/content/169228
https://www.support.xerox.com/en-us/product/workcentre-6655/content/169229
https://www.support.xerox.com/en-us/product/workcentre-7220-7225/content/169230
https://www.support.xerox.com/en-us/product/workcentre-7800-series/content/169231
https://www.support.xerox.com/en-us/product/workcentre-7800-series/content/169232
https://www.support.xerox.com/en-us/product/workcentre-7800-series/content/169233
https://www.support.xerox.com/en-us/product/workcentre-7970/content/169234
https://www.support.xerox.com/support/EC7836_EC7856/file-download/enus.html?contentId=/169235
https://www.support.xerox.com/support/EC7836_EC7856/file-download/enus.html?contentId=/169236

