Security Bulletin XRX25-003

Xerox® VersalLink® B400/C400/B405/C405, B600/B610, B605/B615,
C500/C505/C600/C605, C7000, C7020/C7025/C7030,
B7025/B7030/B7035, B7125/B7130/B7135, C7120/C7125/C7130,
C8000/C9000, C8000W

Phaser® 6510
WorkCentre® 6515

Bulletin Date: January 28, 2025

Purpose

This Bulletin is intended ONLY for the specific models identified for security issues which have been rated with a
criticality level of MEDIUM and HIGH respectively.

This is an URGENT release that includes security fixes for the VersaLink®, Phaser®, and WorkCentre® devices
indicated to mitigate CVE-2024-12510 (LDAP Authentication Sever Pass-back) and CVE-2024-12511 (SMB/FTP
Address Book Scan Pass-back) vulnerabilities.

Thank you to Deral Heiland, Principal loT Security Researcher at Rapid7 for working with Xerox Team to identify and
mitigate the vulnerabilities.

Software Release Details
Please consult the table below and select your printer model(s) to download the required software.

Model ‘ System SW Version
VersalLink® B400 37.82.53
VersaLink® B405 38.82.53
VersaLink® C400 67.82.53
VersaLink® C405 68.82.53
VersaLink® B600/B610 32.82.53
VersaLink® B605/B615 33.82.53
VersaLink® C500/C600 61.82.53
VersaLink® C505/C605 62.82.53
VersaLink® C7000 56.75.53
VersaLink® C7020/C7025/C7030 57.75.53
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https://www.cve.org/cverecord?id=CVE-2024-12510
https://www.cve.org/cverecord?id=CVE-2024-12511
http://www.support.xerox.com/support/versalink-b400/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=169622
http://www.support.xerox.com/support/versalink-b405/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=169623
http://www.support.xerox.com/support/versalink-c400/file-download/enus.html?operatingSystem=win7x64&fileLanguage=en&contentId=169624
http://www.support.xerox.com/support/versalink-c405/file-download/enus.html?operatingSystem=win7x64&fileLanguage=en&contentId=169625
http://www.support.xerox.com/support/versalink-b600-b610/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=169626
http://www.support.xerox.com/support/versalink-b605-b615/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=169627
http://www.support.xerox.com/support/versalink-c600/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=169628
http://www.support.xerox.com/support/versalink-c605/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=169629
http://www.support.xerox.com/support/versalink-c7000/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=169632
http://www.support.xerox.com/support/versalink-c7020-c7025-c7030/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=169633

Model System SW Version

VersaLink® B7025/B7030/B7035 58.75.53
VersaLink® B7125/B7130/B7135 59.24.53
VersaLink® C7120/C7125/C7130 69.24.53
VersaLink® C8000/C9000 70.75.53
VersaLink® C8000W 72.75.53
Phaser® 6510 64.75.53
WorkCentre® 6515 65.75.53
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http://www.support.xerox.com/support/versalink-b7025-b7030-b7035/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=169634
https://www.support.xerox.com/en-us/product/versalink-b7100-series/content/169630
https://www.support.xerox.com/en-us/product/versalink-c7100-series/content/169631
https://www.support.xerox.com/support/versalink-c8000/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=169636
https://www.support.xerox.com/support/versalink-c8000/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=169635
http://www.support.xerox.com/support/phaser-6510/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=169637
http://www.support.xerox.com/support/workcentre-6515/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=169638

