Security Bulletin XRX25-007

Xerox® Altalink C8030/8035, C8045/C8055, C8070, B8045/B8090
Xerox® EC8036, EC8056

Bulletin Date: February 10, 2025

Purpose

This Bulletin is intended ONLY for the specific models identified below for security issues which have been rated with
a criticality level of High.

This is a SPAR release that includes multiple security enhancements for the AltaLink products and includes fixes for
XSS (Cross Sight Scripting), Remote Code Execution (RCE), and Privilege Escalation.

Software Release Details
Please consult the table below and select your printer model(s) to download the required software.

Model System SW Version Network Controller

Xerox® AltaLink® C8070 103.003.045.02010 103.003.02010
Xerox® AltaLink® C8045/55 103.002.045.02010 103.002.02010
Xerox® AltaLink® C8030/35 103.001.045.02010 103.001.02010
Xerox® AltaLink® B8045/B8090 103.008.045.02010 103.008.02010
Xerox EC8036 103.022.045.02010 103.022.02010
Xerox EC8056 103.023.045.02010 103.023.02010
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http://www.support.xerox.com/support/altalink-c8000-series/file-download/enus.html?&contentId=169859
http://www.support.xerox.com/support/altalink-c8000-series/file-download/enus.html?&contentId=169861
http://www.support.xerox.com/support/altalink-c8000-series/file-download/enus.html?&contentId=169863
http://www.support.xerox.com/support/altalink-b8000-series/file-download/enus.html?&contentId=169875
http://www.support.xerox.com/support/Xerox-EC8036/EC8056/file-download/enus.html?&contentId=169895
http://www.support.xerox.com/support/Xerox-EC8036/EC8056/file-download/enus.html?&contentId=169896

