Security Bulletin XRX25-013

CVE-2025-8355, CVE-2025-8356
Xerox® FreeFlow® Core v8.0.5

Bulletin Date: August 8, 2025

Purpose

This Bulletin is intended ONLY for the specific software identified for security issues which have been rated at a level of
IMPORTANT or higher.

Description

This release includes security fixes for FreeFlow Core version 8.0.4 to mitigate CVE-2025-8355 (XXE leading to SSRF) and
CVE-2025-8356 (Path Traversal leading to RCE) vulnerabilities.

Thank you to Jimi Sebree with Horizon3.ai for working with the Xerox Team to identify and mitigate these vulnerabilities.

Mitigation

Please consider upgrading to FreeFlow Core version 8.0.5 via the software available on Xerox.com here.
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