Xerox Security Bulletin XRX25-019

Xerox® FreeFlow® Print Server v9
For: Solaris® 11.4 Operating System
Supports: Xerox® Versant® 3100 Press and Xerox® D95/D95A/D110/D125/D136 Coper/Printer

Deliverable: October 2025 Security Patch Cluster

Includes: Apache HTTP 2.4.65, Apache Tomcat 8.5.100, OpenSSL 3.0.16, OpenSSH 10.0p2 and Firefox
128.13.0esr Software

Bulletin Date: December 8, 2025

1.0 Background

Oracle® delivers quarterly Critical Patch Updates (CPU) to address US-CERT-announced Security vulnerabilities
and deliver reliability improvements for the Solaris® Operating System platform. Oracle® does not provide these
patches to the public but authorizes vendors like Xerox® to deliver them to customers with an active FreeFlow®
Print Server Support Contracts (FSMA). Customers who may have an Oracle® Support Contract for their non-
FreeFlow® Print Server / Solaris® Servers should not install patches not prepared/delivered by Xerox®. Installing
non-authorized patches for the FreeFlow® Print Server software violates Oracle® agreements, can render the
platform inoperable, and result in downtime and/or a lengthy re-installation service call.

This bulletin announces the availability of the following:
1. October 2025 Security Patch Cluster

e Supersedes July 2025 Security Patch Cluster
2. No Java Software Update

¢ No Change

e |Install the January 2022 Security Patch Cluster first if not already installed. It includes the Java 7

Update 331 Software.

3. Apache HTTP 2.4.65 Software

o Same as delivered with previous July 2025 Security Patch Cluster.
4. Apache Tomcat 8.5.100 Software

e Same as delivered with previous July 2025 Security Patch Cluster.
5. Firefox 128.13.0esr Software

e Supersedes Firefox 128.11.0esr Software.
6. OpenSSL 3.0.16 Software

e Same as delivered with previous July 2025 Security Patch Cluster.
7. OpenSSH 10.0p2 Software

e Supersedes OpenSSH 9.6p1 Software.

See the US-CERT Common Vulnerability Exposures (CVE) list for the Firefox v128.13.0esr software below:

Firefox v128.13.0esr Software Remediated US-CERT CVE’s
CVE-2025-8027 CVE-2025-8029 @ CVE-2025-8031 | CVE-2025-8033 | CVE-2025-8035

CVE-2025-8028 | CVE-2025-8030 & CVE-2025-8032 | CVE-2025-8034



See the US-CERT Common Vulnerability Exposures (CVE) the October 2025 Security Patch Cluster remediate

in table below:

CVE-2020-27748
CVE-2022-49737
CVE-2023-28746
CVE-2023-38709
CVE-2023-47466
CVE-2024-12243
CVE-2024-34397
CVE-2024-36348
CVE-2024-36349
CVE-2024-36350
CVE-2024-36357
CVE-2024-42516
CVE-2024-43204
CVE-2024-43394
CVE-2024-47081
CVE-2024-47252
CVE-2024-53427
CVE-2024-53920
CVE-2024-55549
CVE-2024-56431
CVE-2024-58249
CVE-2024-6602
CVE-2024-7531
CVE-2025-0620
CVE-2025-0913
CVE-2025-1220
CVE-2025-1735
CVE-2025-21086
CVE-2025-22874

CVE-2025-23048
CVE-2025-24031
CVE-2025-24032
CVE-2025-24294
CVE-2025-24511
CVE-2025-24855
CVE-2025-2588
CVE-2025-27613
CVE-2025-27614
CVE-2025-2784
CVE-2025-29087
CVE-2025-29088
CVE-2025-30258
CVE-2025-31176
CVE-2025-31177
CVE-2025-31178
CVE-2025-31179
CVE-2025-31180
CVE-2025-31181
CVE-2025-32049
CVE-2025-32050
CVE-2025-32051
CVE-2025-32052
CVE-2025-32053
CVE-2025-32364
CVE-2025-32365
CVE-2025-32414
CVE-2025-32415
CVE-2025-32462

CVE-2025-32463
CVE-2025-3277
CVE-2025-32906
CVE-2025-32908
CVE-2025-32909
CVE-2025-32910
CVE-2025-32911
CVE-2025-32912
CVE-2025-32913
CVE-2025-32914
CVE-2025-3359
CVE-2025-3360
CVE-2025-3512
CVE-2025-43718
CVE-2025-43857
CVE-2025-43903
CVE-2025-43965
CVE-2025-46334
CVE-2025-46393
CVE-2025-46420
CVE-2025-46421
CVE-2025-4673
CVE-2025-4674
CVE-2025-46835
CVE-2025-47906
CVE-2025-47907
CVE-2025-47947
CVE-2025-48384
CVE-2025-48385

CVE-2025-48386
CVE-2025-48432
CVE-2025-48708
CVE-2025-48866
CVE-2025-48976
CVE-2025-48988
CVE-2025-48989
CVE-2025-49124
CVE-2025-49125
CVE-2025-49175
CVE-2025-49176
CVE-2025-49177
CVE-2025-49178
CVE-2025-49179
CVE-2025-49180
CVE-2025-4945
CVE-2025-4948
CVE-2025-49630
CVE-2025-4969
CVE-2025-49794
CVE-2025-49795
CVE-2025-49796
CVE-2025-49812
CVE-2025-50059
CVE-2025-50077
CVE-2025-50078
CVE-2025-50079
CVE-2025-50080
CVE-2025-50081

CVE-2025-50082
CVE-2025-50083
CVE-2025-50084
CVE-2025-50085
CVE-2025-50086
CVE-2025-50087
CVE-2025-50091
CVE-2025-50092
CVE-2025-50093
CVE-2025-50094
CVE-2025-50096
CVE-2025-50097
CVE-2025-50098
CVE-2025-50099
CVE-2025-50100
CVE-2025-50101
CVE-2025-50102
CVE-2025-50104
CVE-2025-52434
CVE-2025-52520
CVE-2025-5278
CVE-2025-5283
CVE-2025-53020
CVE-2025-53023
CVE-2025-53068
CVE-2025-53070
CVE-2025-53506
CVE-2025-5399
CVE-2025-54874

CVE-2025-57833
CVE-2025-58060
CVE-2025-6021
CVE-2025-6052
CVE-2025-6170
CVE-2025-6199
CVE-2025-6424
CVE-2025-6424
CVE-2025-6425
CVE-2025-6425
CVE-2025-6426
CVE-2025-6426
CVE-2025-6429
CVE-2025-6429
CVE-2025-6430
CVE-2025-6430
CVE-2025-6491
CVE-2025-6965
CVE-2025-7345
CVE-2025-8027
CVE-2025-8028
CVE-2025-8029
CVE-2025-8030
CVE-2025-8031
CVE-2025-8032
CVE-2025-8033
CVE-2025-8034
CVE-2025-8035

Xerox® recommends that customers evaluate their security needs periodically and if they need Security patches
to address the above CVE issues, schedule an activity with their Xerox Service team to install this announced
Security Patch Cluster.

See the US-CERT Common Vulnerability Exposures (CVE) list for Java 7 Update 331 software below:

Java 7 Update 331 Software Remediated US-CERT CVE’s
CVE-2022-21291 | CVE-2022-21349



See the US-CERT Common Vulnerability Exposures (CVE) list for Apache HTTP 2.4.65 software below:

Apache HTTP 2.4.65 Remediated US-CERT CVE’s

CVE-2025-54090 \ \

See the US-CERT Common Vulnerability Exposures (CVE) list for Apache Tomcat 8.5.100 software below:

Apache Tomcat 8.5.100 Software Remediated US-CERT CVE’s

| N/A | | | |
Note: There are no CVE findings for the Apache Tomcat update. This new software includes bug fixes.

2.0 Applicability

The customer can schedule a Xerox Service or Analyst representative to deliver and install the Security Patch
Cluster from USB media or the hard disk on the FreeFlow® Print Server platform. A customer can work with the
Xerox CSE/Analyst to install the quarterly Security Patch Clusters if they have the expertise. The Xerox
CSE/Analyst would be required to provide the Security Patch Cluster deliverables if they agree to allow their
customer installation.

This October 2025 Security Patch Update is available for the FreeFlow® Print Server v9 Software Release running on
Solaris® v11.4 OS. The FreeFlow® Print Server software release tested with the October 2025 Security Patch Update
installed per printer products is illustrated below:

Printer Products Patch Update Tested Releases

Xerox® Versant® 3100 Press FreeFlow® Print Server 93.M3.14

Xerox® D95/D95A/D110/D125/D136 Coper/Printer FreeFlow® Print Server 93.P0.24

This Security patch deliverable has been tested on the FreeFlow® Print Server 93.M3.14 and 93.P0.24 software
releases. We have not tested the October 2025 Security Patch Cluster on all earlier FreeFlow® Print Server 9.3
releases, but there should not be any problems on these releases running on the Solaris 11.4 OS.

The October 2025 Security Patch Cluster is too large to be supported by Update Manager. These larger
deliverables can be transported to the customer location on DVD/USB media, or a laptop computer hard drive,
and installed from a directory location on the FreeFlow® Print Server platform. There are four parts (4 ZIP files)
delivered for this Security Patch Cluster. They can be transferred to the FreeFlow® Print Server over the network
using SFTP or copied from USB/DVD media to prepare for installation.

The Xerox Customer Service Engineer (CSE)/Analyst uses a tool that enables identification of the currently
installed Solaris® OS version, FreeFlow® Print Server software version, Security Patch Cluster version, Java
Software version. This tool can be initially run to determine if the prerequisite April 2018 Security Patch Cluster
is currently installed. Example output from this script for the FreeFlow® Print Server v9 software is as follows:

Solaris® OS Version: 11.4.86.201.2

FFPS Release Version | 9.0_SP-3 (93.M3.14.86)
FFPS Patch Cluster | October 2025

Java Version | Java 7 Update 331

The above versions are the correct information after installing the October 2025 Security Patch Cluster.



3.0 Patch Install

Xerox® strives to deliver critical Security patch updates in a timely manner. The customer process to obtain
Security Patch Cluster updates (delivered on a quarterly basis) is to contact the Xerox hotline support number.
Xerox Service or an analyst can install the Patch Cluster using a script utility that will support install from USB
media, or from the hard disk on the FreeFlow® Print Server platform.

The Security Patch Cluster deliverables are available on a secure FTP site once they are ready for customer
delivery. The Xerox CSE/Analyst can download and prepare for the installation by transferring the Security patch
update into a known directory on the FreeFlow® Print Server platform onto USB media. Once the patch cluster
has been prepared on media, run the provided install script to perform the install. The install script accepts an
argument that identifies the media that contains a copy of the FreeFlow® Print Server Security Patch Cluster.
(e.g., # installSecPatches.sh [ disk | usb ]).

Delivery of the October 2025 Security Patch Cluster includes four ZIP files. The ZIP files can be transferred to
a well-defined location on the FreeFlow® Print Server hard drive to prepare for installation. Once the patch
cluster has been prepared on the hard disk, a script is run to perform the installation. Alternatively, the October
2025 Security Patch Cluster can be installed from USB media.

Note: The install of this Security Patch Cluster can fail if the archive file containing the software is corrupted
from when downloading the deliverables from the SFTP site, copying them to USB media or uploading them to
the hard drive on the FreeFlow® Print Server platform over a network connection. The table below (i.e., See
Next Page) illustrates file size on Windows®, file size on Solaris® and checksum on Solaris® for the October 2025
Security Patch Cluster files.

October 2025 Security Patch Cluster Files

. . Windows® Solaris® Size - ®
Security Patch File Size (K-bytes) (bytes) Solaris® Checksum

Oct2025SecurityPatches v9S11_4-Part1.zip 3,781,810 3,872,573,281 7836 7563620
Oct2025SecurityPatches v9S11_4-Part2.zip 5,381,237 5,510,386,546 55664 10762474
Oct2025SecurityPatches_v9S11_4-Part3.zip 5,518,346 5,650,785,711 59047 11036691
Oct2025SecurityPatches_v9S11_4-Part4.zip 3,852,217 3,944,670,101 50511 7704434

Verify integrity of the Security Patch files from the FreeFlow® Print Server hard drive by comparing the actual
checksum (using UNIX ‘sum’ command) of these files copied to the platform with the Solaris checksum in the
above table. Change directory to the directory location where the Security Patch Cluster file was copied and
use the UNIX ‘sum’ command to output the check sum numbers of each ZIP file (E.g., sum
Oct2025SecurityPatches_v9S11_4-Part1.zip). The output of the ‘'sum’ command should match the checksum
in the above table.

4.0 Disclaimer

The information provided in this Xerox® Product Response is provided "as is" without a warranty of any kind.
Xerox® Corporation disclaims all warranties, either express or implied, including the warranties of merchantability
and fitness for a particular purpose. In no event shall Xerox® Corporation be liable for any damages whatsoever
resulting from user's use or disregard of the information provided in this Xerox® Product Response including
direct, indirect, incidental, consequential, loss of business profits or special damages, even if Xerox® Corporation
has been advised of the possibility of such damages. Some states do not allow the exclusion or limitation of
liability for consequential damages of the foregoing limitation may not apply.

© 2025 Xerox Corporation. All rights reserved. Xerox® and Xerox and Design®, FreeFlow®, iGen®, Versant® r -
Brenva® Impika®, and CiPress®, are trademarks of Xerox Corporation in the United States and/or other Xe OX
Countries. BR21127
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