Xerox Security Bulletin XRX26-001

Xerox® DocuShare® Mandatory Security Patch
For: DocuShare® 7.0, 7.5, 7.6, 7.7, 8.0
Deliverable: December 2025 Security Patches
Bulletin Date: January 27, 2026

1.0 Background

Xerox identified and addressed a previously unknown vulnerability that permits
authentication bypass under certain conditions. Security updates are now available as
described in this bulletin.

Given the potential impact, Xerox recommends prioritizing deployment of the applicable
security update at the earliest practicable opportunity.

2.0 Immediate Customer Actions

Apply the applicable hot fix for your DocuShare version as soon as practicable. Until
patching is completed, limit administrative interface exposure, enforce multifactor
authentication where supported, and review authentication, administrative activity, and
system logs for anomalous access or configuration changes consistent with the issue
described. Customers who observe suspicious activity or require assistance should contact
DocuShare Customer Technical Support for guidance.

3.0 Applicability

Customers may schedule a Xerox Service to deliver or install the Security Patch. A customer
can work with the Xerox Service to install the Security Patch Clusters if they have the
expertise.

This December 2025 Security Patch Update is available per the information below:

DocuShare 7.0 DocuShare 7.0 Update 1 Patch 3 Hot Fix 39
DocuShare 7.5 DocuShare 7.5 Patch 2 Hot Fix 9
DocuShare 7.6 DocuShare 7.6 Patch 6 Hot Fix 13
DocuShare 7.7 DocuShare 7.7 Patch 3 Hot Fix 1

DocuShare 8.0 DocuShare 8.0 Patch 1 Hot Fix 2



4.0 Patch Install — Patch Description

Patch

DocuShare 7.0 Update 1
Patch 3 Hot Fix 39

Description

DocuShare 7.0 Update 1 Patch 3 HF39 can only be installed
on an existing DocuShare 7.0 Update 1 Patch 3 system. See
the DocuShare 7.0 Update 1 P3 release notes for the paths to
get upgraded from other versions to 7.0 Update 1 P3.

The remainder of the system requirements for DocuShare 7.0
Update 1 P3 HF 39 is the same as the system requirements for
DocuShare 7.0 Update 1 P3.

e All required files, including Hot Fix 39, the latest Apache

Tomcat release, and detailed installation steps, are
available on the DocuShare Online User Guide (DOUG)
site at
https://docushare.xerox.com/doug/dsweb/View/Collection-
16856

o Please review the release notes before proceeding with the
update to ensure compatibility and proper installation.
Release Notes and System Requirements (DocuShare 7.0)
— Xerox DocuShare Support Site

e If you still have questions or need assistance, please refer
to the support article: How To Contact DocuShare
Customer Technical Support — Xerox DocuShare Support
Site

Note: If a link is unavailable or has changed, please navigate
via the Xerox DocuShare Support Site and search for the
relevant release notes and hot fixes for your version.

DocuShare 7.5 — Patch 2
Hot Fix 9

DocuShare 7.5 Patch 2 HF9 can only be installed on an
existing DocuShare 7.5P2 system with HF4 installed. See the
DocuShare 7.5 Patch 2 release notes for the upgrade paths
from other versions to 7.5 Patch 2.

The remainder of the system requirements for DocuShare
7.5P2 HF9 are the same as the system requirements for
DocuShare 7.5P2.

Download & Instructions:
e All required files, including Hot Fix 9, the latest Apache

Tomcat release, and detailed installation steps, are
available on the DOUG site at
https://docushare.xerox.com/doug/dsweb/View/Collection-
18502

o Please review the release notes before proceeding with the
update to ensure compatibility and proper installation.
Release Notes and System Requirements (DocuShare 7.5)
— Xerox DocuShare Support Site
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https://help.docushare.com/hc/en-us/sections/21440763635483-Release-Notes-and-System-Requirements-DocuShare-7-5
https://help.docushare.com/hc/en-us/sections/21440763635483-Release-Notes-and-System-Requirements-DocuShare-7-5

e If you still have questions or need assistance, please refer
to the support article: How To Contact DocuShare
Customer Technical Support — Xerox DocuShare Support
Site

Note: If a link is unavailable or has changed, please navigate
via the Xerox DocuShare Support Site and search for the
relevant release notes and hot fixes for your version.

DocuShare 7.6 — Patch 6
Hot Fix 13

DocuShare 7.6 P6 HF13 can only be installed on an existing
DocuShare 7.6 P6 system. See DocuShare 7.6 P6 release
notes for the paths to get upgraded from other versions to 7.6
P6 HF13.

The remainder of the system requirements for DocuShare 7.6

P6 HF13 are the same as the system requirements for

DocuShare 7.6 P6.

e All required files, including Hot Fix 13, the latest Apache
Tomcat release, and detailed installation steps, are
available on the DocuShare Online User Guide (DOUG)
site at
https://docushare.xerox.com/doug/dsweb/View/Collection-
19156

o Please review the release notes before proceeding with the
update to ensure compatibility and proper installation.
Release Notes and System Requirements (DocuShare 7.6)
— Xerox DocuShare Support Site

e If you still have questions or need assistance, please refer
to the support article: How To Contact DocuShare
Customer Technical Support — Xerox DocuShare Support
Site

Note: If a link is unavailable or has changed, please navigate
via the Xerox DocuShare Support Site and search for the
relevant release notes and hot fixes for your version.

DocuShare 7.7 — Patch 3
Hot Fix 1

DocuShare 7.7 Patch 3 HF1 can only be installed on an
existing DocuShare 7.7P3 system. See the DocuShare 7.7P3
release notes for the upgrade paths from earlier versions to
7.7.

The remainder of the system requirements for DocuShare

7.7P3 HF1 are the same as the system requirements for

DocuShare 7.7P3.

e All required files, including Hot Fix 1, the latest Apache
Tomcat release, and detailed installation steps, are
available on the DocuShare Online User Guide (DOUG)
site at
https://docushare.xerox.com/doug/dsweb/View/Collection-
19443

o Please review the release notes before proceeding with the
update to ensure compatibility and proper installation.
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Release Notes and System Requirements (DocuShare 7.7)
— Xerox DocuShare Support Site

o If you still have questions or need assistance, please refer
to the support article: How To Contact DocuShare
Customer Technical Support — Xerox DocuShare Support
Site

Note: If a link is unavailable or has changed, please navigate
via the Xerox DocuShare Support Site and search for the
relevant release notes and hot fixes for your version.

DocuShare 8.0 — Patch 1
Hot Fix 2

DocuShare 8.0 Patch 1 HF2 can only be installed on an
existing DocuShare 8.0 P1 system. See the DocuShare 8.0 P1
release notes for the upgrade paths from earlier versions to
8.0.

The remainder of the system requirements for DocuShare 8.0

P1 HF2 are the same as the system requirements for

DocuShare 8.0 P1.

e All required files, including Hot Fix 2 and detailed
installation steps, are available on the DocuShare Online
User Guide (DOUG) site at
https://docushare.xerox.com/doug/dsweb/View/Collection-
19821

o Please review the release notes before proceeding with the
update to ensure compatibility and proper installation.
Release Notes and System Requirements (DocuShare 8.0)
— Xerox DocuShare Support Site

e If you still have questions or need assistance, please refer
to the support article: How To Contact DocuShare
Customer Technical Support — Xerox DocuShare Support
Site

Note: If a link is unavailable or has changed, please navigate
via the Xerox DocuShare Support Site and search for the
relevant release notes and hot fixes for your version.

5.0 Informational Nature of Notice

The information provided in this Security Bulletin is provided for informational purposes only.
It does not amend, modify or supersede any agreement with a customer, or create any
express or implied obligation, commitment, warranty, or other representation in favor of a
customer or any other party. Nothing in this bulletin is intended to limit liability that cannot be
limited under applicable law. In the event of any conflict between this bulletin and a written
agreement between Xerox and any third party, the written agreement controls.
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