Xerox Security Bulletin XRX26-014

Xerox® C240/C245/C2432/
C255a/C300/C303a/C305ae/ZC364/XC2432

Bulletin Date: September 11, 2026

Purpose

This Bulletin is intended ONLY for the specific models identified below for security issues which have been
rated with a criticality level of High.

This firmware release addresses the following Security Issues:

o General Security Hardening has been implemented in this release

Products (Click on product name to access software) System Software

Xerox® C240/ C300/C2432 CSNMP.251.035
Xerox® C245/ C255a/ C303a CXNMP.251.035
Xerox® C305ae/ ZC364/XC2432 CXTMP.251.035

Additional notes and considerations

e Firmware upgrade warning:
o It may take up to 20 minutes to update firmware if the code level currently on the device is
significantly older than the new version
o Do NOT power off the device while firmware is updating as this can result in unrecoverable
damage to the device.
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https://www.support.xerox.com/en-us/product/xerox-c240-C300-printer/content/175315
https://www.support.xerox.com/en-us/product/xerox-c245-c255a-c303a-multifunction-printer/content/175316
https://www.support.xerox.com/en-us/product/xerox-c305ae-zc364-multifunction-printer/content/175317

